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3. [losicHIOBAJILHA 3aNIMCKA

Hucnurutina «3aBajocTiiikicts Ta iH(opMmauiiiHa Oe3rneka iHQOKOMyHIKalWii» € OXHIEIO 13 AWUCHUILIIH (axoBoi
MiJATOTOBKH 1 3aiiMae MPOBiHE MicIle Y MiATOTORII 3100yBadiB Jpyroro (MariCTepChbKOro) piBHS BUIIOI OCBITH, OYHOT (JCHHOT)
(mami — nennoi) hopMu 3700y TTS BUIIOT OCBITH, SIKi HABUAIOTHCS 32 OCBITHBO-TIpo(heciiiHoro mporpamoro «EjaeKkTpoHHI cucteMu
Ta MepeXi KOMyHiKamii» B Mexax crnermianbHoCcTi G5 «EjekTpoHika, eNeKTpOHHI KOMYHiKaIlii, mpuiamoOymayBaHHS Ta
pamioTexHiKay.

Ilpepexeizumu — BUXigHAa.

ITocmpexsizumu — MoyenoBaHHs 1 ONTHMI3allisg PaJiOTeXHIYHUX 3ac00iB eneKTpoHHUX KomyHikamin (OPIL.03),
MonemtoBaHHS 1 ONTHMI3aLis PagiOTEXHIYHAX 3ac00iB eIEKTPOHHMX KOMYHiKamii (kKypcoBa pobota) (OPIL.04), Cucremunit
aHami3 iHpopmariitHo-KoMyHIKamiiHuX cucteM Ta Mepex (ODIL.05), [epennmmiomua npakrtuka (OPIL.08), Keamidikamiiina
po6ota (ODIL.08).

BiamnoBinHO 10 0CBITHBOT IPOrpaMy JUCIUILTIHA CIIPHSE 3a0€31eUEHHIO:

KoMhemeHmHocmell: 30aTHICTb PO3B’SA3yBaTH 3ajadi JOCHITHUIBKOTO Ta/ab0 iHHOBAIlifHOTO XapakTtepy y
€JICKTPOHII], CIIEKTPOHHHIX KOMYHIKaIIisX, HpI/IJIaI[O6yHYBaHH1 ta pagiotexsiui (IK); 3marHicTh 3aCTOCOBYBATH 3HAHHS Yy
npakTHyHuX cutyanisx. (3K 02); 3HaHHS Ta po3yMiHHS Hpe[[MeTHOl obnacTi Ta po3yMiHHS NMpodeciiiHol AISIBHOCTI. (3K 03)
3maTHICTF BHKOPHUCTOBYBAaTH iH(OpMarmiiiHi Ta KomyHikamiiHi Texsomorii. (3K 06); 3matHicTh TreHepyBaTH HOBI imei
(kpeatuBnicTs). (3K 08); 3maTHicTh 10 peanizamii MPUHIMITB CACTEMHOTO MiIXOMYy MiJl Yac JOCIIPKCHHS Ta ONTHUMI3aIlil
MPOIIECiB, IO BiAOYBAIOThCA B EINCKTPOHHUX KOMYHIKAaIlisfX, iHPOpPMAaLiiHO-KOMYHIKAIIHHIX MepekaX, paJioTeXHIYHUX
cucTeMax, KOMIUIEKCax i MPUCTPOSX, 3 YpaXyBaHHIM X (YHKI[IOHAJbHUX BIACTHBOCTEH, HaJIHHOCTI, eHeproe()eKTUBHOCTI Ta
oesnexn. (OK 02); 3naTHicTh po3B’A3yBaTH 3a1adi 3a0e3neueHHs HaAiifHOCTI, )KUBYYOCTI, 3aBaI03aXUIIECHOCTI, iH(pOpMAMiiHHOT
0e3IeKy Ta MPOoITyCKHOT 31aTHOCTI iH(opMaliiHO-KOMYHIKalliHHIX MEPEeX, eleKTPOHHUX KOMYHIKaIlii, pagioTeXHIYHUX CUCTEM
3 ypaxyBaHHSIM €KOHOMIUHHUX, IPaBOBUX, Oe3mekoBuX Ta ekomorivanx acmekTiB. (®K 04); 3marmicts 3milicHroBaTH
JIOCJIIIKCHHS, PO3pOOKY 1 3aCTOCYBaHHS POTrPaMHO-ariapaTHUX 3ac00iB iHPOKOMYHIKAIIi# 3 eIeMEHTAMH IITYYHOI'O IHTEJICKTY.
(PK 10).

npozpamnux pezynvmamie Haguanns. IlnaHyBaTH Ta BUKOHYBAaTHM HAyKOBI il NPHUKIAAHI NOCHiIKEeHHS y cdepi
iH(pOpMaiHHO-KOMYHIKAIIITHUX MepeXk, eJICKTPOHHUX KOMYHIKaIlil, paliOTeXHIYHHX CHCTEM, TEXHOJOTIH, mpumamiB i ix
KOMIIOHCHTIB, 3aCTOCOBYBAaTH METOAM MAaTEMATUYHOTO 1 (Di3MYHOro MOJENIOBaHHS, OOpPOOKH iH(pOpMaIlii, IHTEepIpPETyBaTH
pe3yIbTaTH IOCIiKeHb Ta 00rpyHTOBYBaTH BHCHOBKH. (IIPH 04); AHani3yBaTH HampsMu pO3BUTKY Ta HOBITHI CTaHIOApTH Y
cepax iH(popMauiﬁHO-KOMyHiKauiﬁHHx Mepex, eJICKTPOHHUX KOMYHIKali, paHiOTeXHiLIHI/IX CHCTEM, TEXHOJIOTIH, MPUIaiB i
ix kommonentis. (IIPH 06).; 3acrocoBysati MOBH TMPOrpaMyBaHHs 3araibHOro Ta CIELiaTi30BaHOTO NPHU3HAYCHHS, AKETH
AQHAJITUYHOTO Ta IMITALIITHOTO MOJICITIOBAHHS, @ TAKOXK 1HCprMeHTI/I PO3pO0OKH IPOrpamMHOro Ta amapaTHoro 3a0e3neueHHs IS
PO3B’sI3aHHS CKJIATHUX 33134 y chepax iHHopMamiiHO-KOMYyHIKalifHUX Mepex, eJIeKTPOHHUX KOMYHIKalil, pagioTeXHIYHHX
cucTeM, TeXHOJIOrid, npunaniB i ix komnonentiB. (IIPH 08).; 3abe3neuyBaT HaJiiHICTb, KMUBYUICTh, 3aBaJ03aXHUILEHICTb,
iHpopMamiiiHy Oe3leKy Ta WpOIyCKHY 3JaTHICTH iH(pOpMamiiHO-KOMYHIKAIliIHHAX MEpekK, eJICKTPOHHUX KOMYHIKAIIii,
paIioTeXHIYHUX CHCTEM, TEXHOJIOTIH, mpriaiiB 1 ix komnoHeHTiB. (ITPH 10).; Po3po6msity 1 peanizoByBaTH iH)XEHEPHI IIPOEKTH,
BPaxOBYIOUi Iii, 0OMEXEHHs, COLiaNbHi, CKOHOMIiYHI, TpaBoBi Ta ekonoriuHi acmektu. (IIPH 11).; KepyBatu cxiaganMun
BUPOOHMYMMH, €KCILTyaTalliliHUMU TIpolecamu, 3ade3nedyBary npodeciiHuid po3sutok nepconaiy. (ITPH 12).; 3ailicHioBatu
MoIIyK iH(popMaIlii y HayKOBO-TEXHIYHIH Ta JOBIAKOBIN JIiTepaTypi, MaTeHTax, 0a3ax JaHUX, IHIIUX HKepesiaxX, aHali3yBaTH 1
omiHOBaTH 1to iHpopmamito. (ITPH 14).

Mema oucyunninu. MeTOI0 HaBYAIBHOI TUCIMIUTIHY € HaJJaHHS CTY/ICHTaM 3HAHb, HABUKIB Ta YMiHb, II[0JI0 METOIUK
3a0e3MeueHHs 3aBaJOCTIHKOCTI Ta TEXHOJOTIH iH(pOPMAiHHOTO 3aXHCTy SIEKTPOHHHX KOMYHIKamlid, 3acajn iH(opMariifaol
0e3neKy, METOAIB TEXHIYHOro 3axucTy iHpopmalii B iHpOpMAIiiHO-KOMYHIKAI[IHHUX Ta TEJIEKOMYHIKAalliHHUX CHCTEeMax,
MIJICHCTEM KOMIUIEKCY 3ac00iB 3aXHCTy, TakCOHOMIil (YHKI[H CHCTEM 3aXHCTy Ta KpHUNTOrpadiyHHX METOJIB 3aXHUCTy
iHpOpMAaIIii.

IIpeomem oucyuniinu. ITOHATTS Ta 3arajibHi MPUHIUIIKA 3aCTOCYBAHHS TEXHOJIOT1# 3aBaI0CTIHKOCTI, iH(pOpMAaIliiiHOro
3aXHUCTY Ta METOJIIB TEXHIYHOTO 3aXHCTY iH(OpMAIlii TeIEKOMYHIKAI[ITHIX CHCTEM.

3asoanns Ooucyunainu. OopMyBaHHS 3arajbHHUX Ta CIHCHIAJBHUX KOMIICTEHTHOCTCH MIOJ0 OE3MEKOBUX Ta 1HIIHX
acmeKTiB  (YHKIIOHYBAaHHS TEICKOMYHIKAIMHUX Ta I1HQOpPMAaMiifHO-KOMYHIKAI[IfHAX CHCTEM; METOIHM IIiIBUIICHHS
3aBaJIOCTIKOCTI €JIeKTPOHHUX KOMYHiKalii; TexHoJsorii iHpopMmamiiHOro 3aXucTy Ta NporpamMHO-anapatHe 3a0e3reyeHHs
TEJIEKOMYHIKAI[IfHUX CHUCTEM; METOMU TEXHIYHOTO 3aXUCTy iH(OpMAIll, MPUHIWMIK KPUOTOrpadidHuX METOJIB 3aXUCTY
iHopMamii; TUIOBI BPa3NMBOCTI CHUCTEM 1 aHaII3 NMPUYMH iX MOSBH; HIKIATUBE TporpaMHe 3abe3rnedeHHs; HOPMAaTHBHI
JIOKYMEHTH 3 OI[IHIOBAaHHS 3aXUILNECHOCTI iH(popMarlii; armapatHe 3a0e3nedeHHs 3aco0iB 3aXUCTY; IepeaBanHs iHpopMalii yepe3
3aXUIIEeHI MEepPeXi; CTBOPSHHSI, BBEICHHS B JiI0 Ta CYNPOBOKEHHS 3aXHUIEHUX CUCTEM.

Pesynemamu naguanna. CTyqeHT, SKAN yCIIIIHO 3aBEpUINB BUBYCHHS AWCIUIUTIHY, TOBUHEH: PO3YMITH 3arajibHi
NPUHLMIIM OpraHi3amii Oe3MeKoBMX Ta IHIIMX acHeKkTiB (YHKIIOHYyBaHHS TEJIEKOMYHIKAIIMHUX Ta iH(pOpMAaILiiiHO-
KOMYHIKaI[IfHUX CHCTEM, JIOKAJI3yBaTH Ta OLIHIOBATH CTaH NMpoOJIeMHOI CHTyalii Ha eTamax JOCIiJUKEeHHs iH(pOpMaIiiHoi
Oe3mexkn TeNeKOMYHIKAIlifHUX CHCTEM, iX IPOeKTYBaHHS, MOJEpHI3allii, BINPOBA/PKEHHS Ta eKCIUIyaTalii, a TaKoX
(hopMyiOBaTH MPOMO3ULIT 111010 i1 BUPILIEHHS 3 YCYHEHHSM BHSBJICHHX HEIOJIKiB; 3a0e3medyBaTH HaJliliHICTh, )KUBYYiCTb,
3aBaJI03axXUIIEHICTh, iH(pOpMaliifHy Oe3leKky Ta HPOIYCKHY 3IaTHICTh TENEKOMYHIKAIliHHUX Ta PagiOTEXHIYHHX CHCTEM B
yMOBax iHpOpMaiiHUX 3arpo3; PO3yMiTH KOHHGHTyaJ‘IBHi 3acaJii Ta TAKCOHOMIIO (DYHKIIIH I110/10 METO/(IB TEXHIYHOTO 3aXHUCTy
1H(popMau11 Ta KpI/mTorpa(pmHHx METOMIB 3axXHCTy 1H(1)opMau11 BOJIOIITH HAaBUYKAaMM 3aCTOCYBaHHSI HOPMaTHBHHX
BITUYM3HSIHUX | MDKHapOJAHMX IOKYMEHTIB (CTaHIApTiB) 3 OLIHIOBAHHS 3aXHIIEHOCTI iH(poOpMalii; omaHyBaTH ar[apaTH1 Ta
MpOrpaMHi 3ac00U 3aXHMCTY MPHUHIMITK CYNPOBOKESHHS KOMIUIEKCHOI CHCTEMH 3aXHCTy iH(OpMaIil B TeIEKOMYHIKalliHHUX 1
iHpopMaNiHHO-KOMYHIKalliHHIX CUCTEMaX.



4. CTpyKTypa 3aJiKOBUX KpPeaIuTiB IHCUMILTiHI

HasBa Temn

KiabkicTh rogus, BigBeeHUX HA:

JenHna ¢popma HaBYAHHS

Jlekmii

Jlabop.

podotu

IIpakr.

CpPC

Temal. 3abesmedeHHs 3axucTy iHpOpMamii B
KOMYHIKAIITHUX Ta TEICKOMYHIKAI[IHHIX CHCTEMaX.

iH(pOopMamiiiHO-

2

14

Tema 2. Meronnka I ABALLIEHHSA 3aBaOCTIMKOCTI
TEJIEKOMYHIKaIlifHIX CHCcTeM. MeTomu 3aBaJloCTIHKOTO KOIyBaHHS
iH(popMalii B eIEeKTPOHHUX KOMYHIKaIIisIX.

14

Tema 3. Teopermuni 3acaam 3axucty iHpopmanii. Meroan
kpuntorpadiyaoro 3axucty iHdopmanii B TeleKOMyHIKaLiHUX 1

iHpopMaIiifHO-KOMYHIKalliHHAX CHCTEMaX.

15

Tema 4. 3arpo3u Oe3nemni iHpopMarii B mporpaMHOMY 3a0e3rmedeHHi
TEJICKOMYHIKAIIHHUX Ta iH)OpMaLifHO-KOMYHIKaLliHHAX CHCTEMaX.

14

Tema 5. AmapatHe 3a0e3nedeHHs 3ac0o0iB 3axucTy iH(MOpMarii B
TeNeKOMYHIKalliHHUX 1 1HOpMaLiHHO-KOMYHIKAI[IHHIX CHCTEMaX.

15

Tema 6. Metonu Ta 3aco0u OJIOKyBaHHS TEXHIYHUX KaHAJIB BUTOKY
iHdopmarii

14

Tema 7. MeToguku OIIIHIOBaHHS 3aXUIICHOCTI  iH(pOpMAIIi.
Cranpapta Ta Kputepii 0e3neku iHpopMaIitHIX TeXHOIOTIN

14

Pa3om 3a cemecTp

16

18

16

100

5. [Iporpama HaBYAJIbHOI TUCHMUILTIHA

5.1 3micT nekuniitHOTO KYpCy

Homep
Jeruii

IepeJik Tem aekuiii, ix anoTamii

KiabkicTh
rOauH

Tema 1. 3abesneuenns saxucmy ingopmayii 6 iHopmMayitiHO-KOMYHIKAYIUHUX MA
MEeNeKOMYHIKAYILIHUX CUCTeMaXx.

2

3aBnanns 3axucty ingopmanii. OkpecieHHs 3arpo3 3axucty iHdopmauii Ta ix kiacudikauii. Tunu
arak Ta Mojeni 3arpo3. OIHIOBaHHS, MOHITOPHHI Ta acIeKTH PO3POOKH 3aXHIIEHHX CHUCTEM.
Oco0nuBoCTI apxiTeKTypH cucTeM 3axucty iHdpopmanii TeopeTnuHi OCHOBM 3aXUCTy iHpOpMALII.
Mopeas 3arpo3 Tta kiaacugikanis arak y cepenoBumri IoT i 5G. Bekropu aTak Ha KiHICBHHA
MIPUCTPiH, pagioiHTepdeiic, By3mHu nepudepiiiHnx oduncaeHp Ta XMapHy miatdpopmy. Kinacudikaris
arak Ha [0T/5G-cuctemu 3a m’sthma rpynamu: ¢isuuni (tampering, side-channel, fault injection);
MepexeBi (eavesdropping, MitM, DoS/DDoS); nporpamHi (exploitation, malware, destruction);
aTaku Ha KoH(imeHHinHICTh (data harvesting, tracking, identity theft, surveillance); ataku Ha mani
(theft, manipulation, destruction). Po3mmpeHHs MOBepXHi aTaKu BHACIIAOK BipTyali3allii Mepe:KeBUX
¢ynkuiii (NFV), nporpamuo-koHdirypoBanux mepex (SDN) ta OaratomoctynHux nepudepiiiHux
obunciens (MEC).

Jlit.: [1] c. 6....21; [3] c. 17....31; [10] c. 265-275.

Tema 2. Memoouka nidguujerts 3a6a00Cmiikocmi meieKoMyHiKayitinux cucmem. Memoou
3a6a00CMIlIK020 KOOYSAHHS IHPOPpMAayii 6 eeKmpOHHUX KOMYHIKAYISX.

Metoau 3aBajgocTilikoro kogyBaHHs iHopmalii B e1eKTPOHHUX KOMYHikanisix. ®opMyBaHHS
OLIIHOYHUX TOKa3HMKIB €(pEKTUBHOCTI 3aBaJOCTIHKOrO KOAYBAaHHS B €JIEKTPOHHHUX KOMYHIKaI[isX.
Metoanka (popMyBaHHS Ta AOCHIIKEHHS TEJICKOMYHIKalifHOTO KaHaly mepenadi idopmarii i3
3aBafOCTIMKUM KoayBaHHAM. (POpMyBaHHS 3aBaJOCTIMKMX CHTHAJIBHO-KOIOBHX KOHCTPYKIIH Y
SNIEKTPOHHMUX KoMyHikauisx. Koxu 3 npssmum Bunpasnenssm nomminok (FEC). MoxnuBocti Typ60-
koniB, LDPC, momspHMX KOIIB Yy IiJBHIIEHHS 3aBaJOCTIHKOCTI  EJNEKTPOHHHUX KOMYHIKaIliil.
KananbHe xoyBaHHS.

3aBagocrilike koayBaHHsi y Mepexkax SG NR. CrpykrypHa cxema apXiTeKTypu (i3U4HOTO
HU3X1THOTO KaHay crigpHOro KopuctyBanHss PDSCH: o6uunciennss CRC, cerMeHranis Ha KOJOBI
o6moku Ta Oydepmsamis HARQ; xomep LDPC/Polar; y3romkeHHS MmBHIKOCTI i BHOIp Bepcii
nHaamnmkoBocTi (Rate Matching + RV Selection); moxynsatop M-QAM; TenekoMyHiKamiHHIA KaHAI
(AWGN, peneiBCbKi 3aBMUpPaHHS); NEMOAYJATOP 3 (OPMYBaHHSIM JIOTapu(MIYHHUX BiIHOIICHD
npasaononioHocti (LLR); nexoxep; mepesipka mimicHocTi 32 CRC Ta dopMyBaHHS MiATBEPIKESHHS
ACK/NACK y wmexanismi HARQ. Ilpuanmnm B3aemonii ¢izuunmx kananmiB 5G NR: LDPC-
KkoxyBaHHA TpaHcnopTHHX O610kiB PDSCH (6a308Bi rpadu BG1, BG2), nonspHe KoyBaHHS KepyOJO0i
iHdopmanii PDCCH i PBCH. Iurenexryansue aexkonysanas LDPC Ta nmoispHuX KoxiB: TriOpuaHa
cxema DRL+Soft-Decision 3a apxitektyporo Actor-Critic, ajlanTuBHe KepyBaHHs KiJIbKICTIO iTepanii




BP Ta cruckoBum pexonyBaHHsM CA-SCL, omintoBanas 3a BER, BLER, oGuunciioBaibHOMO
CKJIAJHICTIO Ta 3aTPUMKOIO JIEKO[yBaHHSI.

IaTenekryamizaris mpouenyp npoMeHedopMmyBaHHS Yy 5G sk 3aci0 MiABUINEHHS 3aBaJOCTIHKOCTI.
IIpomenypu beam sweeping, beam measurement, beam determination, beam refinement, beam
recovery; BUOip ONTHMAIBHOI Mapy NPOMEHIB 3a KpurepieM RSRP; HeiipoMepekeBe MPOrHO3yBaHHS
Mapy IMPOMEHIB 3a KOOPMHATAMH A0OHEHTCHKOTO 00JIaJHAHHS; BILTUB HA YacC MIOYaTKOBOTO JOCTYITY

Ta 00CAT CUHAJIBHOTO OOMiHY.
Jlit.: [1] €. 22....50; [4] c. 7-55; [8] c. 140...205; [9] c. 226-236; [11] p. 509-523.

Tema 3. Teopemuuni 3acadu 3axucmy inghopmayii. Memoou kpunmozpaghiunozo 3axucmy
iHGhopmayii 6 meneKoOMYHIKAYIHUX I IHOPMAYTUHO-KOMYHIKAYIIHUX CUCTNEMAX.

Cepgicui Ta (pyHKHioHATBbHI 3ac00HM 0e3mekd Ta MexaHi3mMm iX pearizamii. ABreHTH(IKAILIS,
ineHTH(IKaIisl Ta KepyBaHHA JOCTYIOM B KOHTEKCTi 3a0e3le4eHHs IUIICHOCTI CHCTEMH.
3 Kpunrorpadiuni cucremn. TexHomorii mmdpyBaHHS, Teopis, alropuTMH, KpuITOrpadivHi 3
I ICHCTEMH.

Kpunrorpagiunuii 3axuct y cepenopumax IoT ta SG. Bumoru no xpunrorpadii B konrekcti loT
Ta 5G: 00MEXCHICTh O0UHCITIOBAIFHIX 1 €HEPTETUIHUX PECYpPCiB, MOOLTBHICTE BY3IIiB, MACIITa0HICTD
MiAKIIOYeHb, CTIMKICTh 0 aTak MOOIYHMMH KaHaiaMu, KBaHToBa cTiikicte. Jlerki (lightweight)
kpunrroanroputMa PRESENT, SIMON, SPECK, ZUC, SNOW 3G; xoMmpoMic 3a KpHTEpisiMH
Security, Performance, Area. Crex Oe3nexu 5G: NAS Security (koH(ineHIidHICTb 1 HiJICHICTH
curnanizauii Mix UE ta dysakuismu AMF/SMF), AS Security (3axuct paniokanany mixk UE Ta gNB,
RRC Signaling i User Plane), Transport Security (IPSec, TLS, DTLS Ha intepdeiicax N2, N3, No,
N9). Anroputmu mudpysanss Ta koutpono mimicaocti AES (NEA2/NIA2), ZUC (NEA3/NIA3),
SNOW 3G (NEA1/NIAL1). Iepapxis kirouiB SG: kopeneruit kirou K, kimroui CK Ta IK, Kamr, Knasenc
1 Knasint, Kgng, Krreene, Krreint, Kupenc.

3axuct npouenyp npoMmeHepopmyBanns y 5G. Bpasmusocti SSB beam sweeping 10 mepexorieHHs,
TIIYIIHHES Ta cIyQiHry B Aiama3oHi mmWave; CKOpOYeHHs OBEPXHI aTaKu KepYOUoi IUTOIIHUHA 32
paxyHOK 3MEHIICHHs 00CsTy CUTHAJILHOTO 00OMiHY; HeHipoMepekeBe KepyBaHHs MPOMEHAMH (secure

beam management) sk MeXxaHi3M piBHI AS.
Jlit.: [1] c. 25....44; [2] c. 74....156; [10] c. 265-275; [12] p. 1-15.

Tema 4. 3azposu besneyi ingpopmayii 6 npoepamromy 3abe3nedenti meieKOMyHIKayitiHux ma
iHGhOpMAYIIHO-KOMYHIKAYIUHUX CUCMEMAX.

Homunaku mporpamuoi peamizamii cucrem. OOIIK BaJ 3aXUCTY B 3aJICKHOCTI BiJl pO3MIIIEHHS iX B
cucreMi. llIxigmiBe mporpamue 3abe3nedeHHs. OCHOBHI 3aBIaHHS allapaTHOTO 3aXUCTY iH(pOpMaii.
4 ImxenepHO-TexHIuHI Ta (iznyHi 3acobu 3axucty iHpopmauii. [lepexoneHHs JaHUX, KaHAIA BUTOKY 2
iHpopMaii.

Jlit.: [1] €. 62.....72; [2] c. 112.....148; [3] c. 4414....432

Tema 5. Anapammue 3abe3neuenns 3acobie saxucmy iHpopmayii 8 meneKOMyHIKAYIUHUX i
IHGOPMAYIHO-KOMYHIKAYIUHUX CUCTEMAX..

AmnapatHi 3aco0m 3axmcry. [HKeHepHO-TeXHIYHI Ta (Qi3uuHi 3aco0M 3axucry iHpopMaii.
[epexorureHHs TaHWX, KaHAJTH BUTOKY iH(opmarii. 3acoOu i MeToAN BUSABJICHHS Ta OJIOKYBaHHS
5 TEXHIYHUX KaHANIB BUTOKY aKyCTHYHOI iHQopmarii. 3aX0qu IIOI0 3aXHCTy JIOKAIBHOI poO0YOoi 2
CTaHIil.

Jlit.: [1] ¢. 73.....83; [2] €. 399.....342; [3] c. 124....148

Tema 6. Memoou ma 3acobu O10KY8AHHA MEXHIYHUX KAHALIE 6UMOKY iHGopmayil. 2

Texniuni kaHanum BUTOKY iHdopmamii. O0’ekTH Ta METOIM TEXHIYHOro 3axucry iHdopmarii.
3aco0u 1 METOJM BHSBICHHS Ta OJOKYBaHHsS TEXHIYHUX KaHAIIB BUTOKY aKyCTHYHOI iH(opMarlii.
6 Meroau nomyKy paiio3akyiaJHIX IPUCTPOIB. 3aXUcT iHPOopMallil Bil BUTOKY 110 TEXHIYHUX KaHaaXx, 2
YTBOPEHUX JIOMOMDKHAMH TEXHIYHUMH 3ac00aMH, 3BYKO3AIMCYBAIBHHUMH Ta ONTHYHUMHU
MPUCTPOSIMU.

Jlir.: [1] c. 84-96; [3] c. 124-139

Tema 7. Memoouku oyintosannus 3axuwjenocmi ingpopmayii. Cmanoapmu ma kpumepii 6es3nexu
IHOPMAYITIHUX MEXHON0ILL.

Indopmamniiina Ge3meka sik CKJIa0Ba HANIOHAJBLHOI 0e3mekn. CTaHAapTH3aMisA Ta crerudiKaiis
BUMOI' 3axHcTy iHpopMalii B cucreMax. KpurepnanbHi O3HAaKM OLIHIOBAHHS 3aXHMILIEHOCTI
7 iHpokomyHikamiiHux cucreM. Konuenuiss npodimto 3axucry. Po3rnsa HanpsMmiB NpH3HAYEeHHS 2
cTanaapriB iHopmaiitHoi Oe3mnekn.

Jliteparypa: [1] €. 99 ........103; [3] c. 371.....392.
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3MiHH 10 3MICTy OCBITHBOT'O KOMITIOHEHTa BHECEHO 3a MIPOIO3HUIIsIMH pOOOTOAABIIIB Ta 3700yBaviB BHIIOI OCBITH,
PO3MISTHYTO 1 CXBaJIEHO HA 3aciflaHHI KadeApH TEeIeKOMYHIKaIlii, MeliHUX Ta IHTEJEKTyaIbHUX TeXHOJIOTiH (mpoTokos Ne 9 Bif
17.03.2025 p.). 3aranbHuii 00CsAT TOMH 32 BUJIAMH HABYAIBHOI pOOOTH HE 3MiHIOEThCSI. OKpeMi MMTaHHS NEepePO3ITOIIICHO MK
AyAMTOPHUMH 3aHATTSIMU TA CAMOCTIHHOIO pOOOTOIO B MEXKaX BIIMOBIAHUX TEM.




5.2 3micT NpaKTUYHHUX 3aHATH

Ne Kinvxicmo
Temu npakTHYHHUX 3aHATH
n/n 200UH
1 [IpakTt. po6. Ne 1 O3HaiioMIIeHHsI 3 METOITaMHU KO TyBaHHS iH(opMarrii. 2
2 [pakt. po6. No2 Buau mudpis. O3HAHOMIICHHS 3 METOJUKOIO NG PYBaHHS METOIOM 3aMiHH. 2
3 [TpakT. po6. Ne3 BuB4eHHS acHMETpUYHNX KPUIITOCUCTEM Ha OCHOBI anroputMy RSA 4
4 [pakt. po6. Ne 4 I1Iudpu ckiaaxHOi 3amiHm — 6araroandasiTHI muppH. 2
5 [Mpakt. po6. No 5 Amnaniz 3arpo3 Ta METOAIB 3axMCTy iH(popMalii B iHPOKOMYHIKaIHHUX 2
CHCTEMaX.
5 [pakt. po6. Ne 6 Meroauku ouiHroBaHHS 3axuiieHocTi iH(opmanii. CraHmapTi Ta Kputepii 2
Oe3rnexn iHGopManiHHUX TEXHOJIOTIH.
7 Ipakr. po6. Ne 7 3axomm momo iHQOPMALIHHOrO 3aXHCTy JIOKAIBHOI — poOouoi 2
TEJCKOMYHIKAIIHHOI CTaHIIi1.
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5.3 3micT 1a0OpATOPHUX 3aHATH
Ne KinbkicTh
Temu n1a6opaTopHHUX 3aHATH
n/n rOJMH
1 JIa6. po6. Nel O3HafioMIICHHS 3 IHCTpYMEHTaMH TI0 3aXuCTy iHdopmarii y MS Word 2
2 JIab. po6. Ne2 JlocmimKeHHS 3aBaIOCTIHKOCTI ITMPOKOCMYTOBHX TEICKOMYHIKAIHHIX KaHAJIB 4
3acobamu Matlab/Simulink
3 J1a6. po6. Ne3 BusHaueHHs MPONMYCKHOT 3JaTHOCTI KaHaliB nepeayi indopmariii 2
4 JIab. po6. Ne 4 O3HaifoMIIeHHS 3 TOHATTAM 3axHCTy iH(popMarii Ta iHpopManiiHOi Oe3meKu. 2
BusHaueHHs KpUTepiiB Ta acleKTiB 3aXUCTY MPH OLiHII iH(opManiiiHoi Oe3nekn
5 JIa6. po6. Ne 5 [TpuHnnnu 3axucty iHdopmanii Ha OcHOBI reHeparopa mymy bazanst - 5 IT'OI 2
6 JIa6. po6. Ne 6 Buxopucranns paxnionokaniiHoi cranmii [ICHP-1 s 3axucty ingopmamii ta 2
BU3HAYCHHS JATBHOCTI 0 LT
7 JIa6. po6. Ne 7 O3naltoMIIeHHS 3 3ac00aMU TEXHITHOTO 3aXHCTY iH(opMarii 4
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5.3 3micT camocTiiinoi (y T.4. iHguBigyanbHoi) pod0TH 3100yBaya BUIIOI OCBITH

CamocriitHa po0OoTa cTyneHTIB ycix GopM 3M00YTTS OCBITH HOJIATAE Y CHCTEMATHIHOMY OTPAIFOBaHHI IPOTPaMHOTO
MaTepiay 3 BiAMOBIAHUX JuKepe iHPopMallii, MiArOTOBIN 0 MPAKTHYHKUX 3aHATh, KOHTPOJILHHUX POOIT, TECTYBaHHS, BUKOHAHHI
IHIMBIlyaJbHUX 3aBlaHb TOWO. KpiM IBOTro /0 TOCIHYr CTYIEHTIB CTOPIHKAa HAaBYAIBHOI JUCLUUILIIHA y MoIyJbHOMY
CepeIOBHUII [T HABYAHHS, [ie po3MilieHi Poboua mporpaMa AUCIUILTIHE Ta HEOOX1IHI JOKYMEHTH 3 1l HABYaJIbHO-METOJHYHOTO

3a0e3meyeHHs.
Homep B o KinbkicTs
U/ CAMOCTIiTHOT poGoTH
THIKHS TO/TMH
1,2 OmnpamtoBanss TeopeTnyHoro Matepiamy 3 T1. Ilinmroroska 0 1a00paTOpHOTO 3aHATTS 12
(JI3), miaroroBka no npakTuaHoro 3aHATTs [13 1, Bukonanus 113
OmnparroBaHHs [IPE3CHTAIIIITHOTO MaTepiary «3arpo3u Ta KpUNTorpadivyHi BUIMOTH B CepPETOBHIITI
10T 1 5G» y MoayisHOMY cepeOBHIII [T HABYAHHS
34 OnparroBadHs TeopeTndHoro marepiany 3 T2. IliarotoBka 10 1a0OpaTOPHOrO 3aHSTTS, 12
BuKoHaHHA [/[3
OmnparrroBaHHs [IPE3CHTAIIITHOTO MaTepiany «3aBagocTiiike koxyBaHHa y 5SG NR Ta
inTenekTyanbHe nekoayBanas LDPC i monspHUX KoaiB» Yy MoAyIIEHOMY CEepeOBHIII JUIS
HaBYAHHS
5,6 OmnpamtoBanHs TeopetndHoro marepiany 3 T3. IlimroroBka 1o nabopaTopHOTO 3aHSTTS, 12
MiATOTOBKA A0 MPAaKTHIHOTO 3aHATTs [13 2,3, BukoHanHs [/13
OnparrroBaHHs IIpe3eHTaliifHoro Matepiany «Ctek Oesnekn 5G Ta iHTENIEeKTyani30BaHe
KepyBaHHs IPOMEHIMNY» Y MOAyT-HOMY CEpEIOBHIII ISl HABYAHHS
7,8 MMigroroka mo koHTpOdbHOI podotu 3 T1-3 (KP). [ligroroBka 10 TECTOBOTO KOHTPOIIIO 3 12
TK 1, Buxonanns I/13
9,10 OnparroBanHs TeopeTndHoro marepiany 3 T4. IlimroroBka 10 1a00paTOpHOTO 3aHSATT, 12
MiJrOTOBKA JI0 pakTHIHOTO 3aHATTs 113 4, BukoHanus /13
11,12 OmnpantoBanHs TeopeTnaHoro Matepiainy 3 TS. IligroroBka 1o tecroBoro koHTpoio 3 T 2, 10
BHKOHaHHs []13
13,14 OmnpantoBanHs TeopeTndHoro marepiany 3 T6. Ilinroroska 10 nabopaTopHOTO 3aHSTTS, 10
MiATOTOBKA J0 MPAaKTHIHOTO 3aHATTs [13 5, Bukonanns /13
15,16 [MigroroBka no mpakrtuyHoro 3aHsTTs [13 6. ITinroroBka 10 KoHTposbHOI pobotn 3 T7, 10

BUKOHaHHs /13




17 IligroroBka mo tectoBoro kouTpoito 3 T 2. IliaroroBka 1m0 1a0OPaTOPHOTO 3aHATTS, 10
MiATOTOBKA J0 MPAKTUIHOTO 3aHATTs [13 7, BukoHanns 1J13

Pa3om 3a cemecTp: 100

Ilpumimku: T — tema HaB4yanbHO1 Aucuuiuiink, KP— xontpomsHa pobora, TK — TectoBuit koHTposib, KP —
KOHTpOJIbHA poboTa, [J[3 - iHauBigyaapHe 3aBAaHHS

Ha camocrTiifHe onpaintoBaHHs CTYACHTIB BUHOCATHCS BU3HAYCHI Y poOOUiid Mporpami iHANBITyaTbHI JOMAIIIHI 3aBJaHHS
(I43) 3 BigmoBimHMX TeM. KepiBHUITBO CaMOCTIHHOIO poOOTOI0 Ta KOHTPOJH 3a BUKOHAHHSAM I1HIWBIAYaJIbHOTO 3aBIaHHS
3IIHCHIOETHCS BUKJIAZAYeM 3TiIHO 3 PO3KIaZOM KOHCYIbTALIN Y I03aypOUHHA Jac.

BuMorn 1o BHWKOHAaHHS iHAWBIAYaJdbHOTO JOMAITHBOTO 3aBJaHHS BHKIAACHI B poOodill mporpami HaBYaIbHOL
JIACLUIUTIHY.

6. TexHoJorii Ta METOAU HABYAHHS

[Iporec HaBYaHHS 3 MTUCHMILUTIHKA IPYHTYETHCS Ha BUKOPHCTAHHI TPAIWIIfHUX Ta Cyd4aCHHX TEXHOJOTIH Ta METOJIB
HaBYAHHS, 30KpeMa JIeKIIil: 3 BUKOPUCTAHHAM MYJIbTHMENIHHUX MIPE3CHTAllii, METOIB Bi3yali3allii, HOsSCHEHHs, IPOOIEMHOTO
f IHTepaKTUBHOTO HaBYaHHS, iHPOPMAaNifHO-KOMYHIKAIifHUX TEXHOJOTiH, iHTeHcHu(ikamii Ta iHIWBimyaizamii HaBYAHHS;
NpaKTHYHI 3aHATTSA: Oecifma, IHCTPYKTYBaHHS, NEMOHCTPYBaHHS, pPO3B’S3YBaHHA CHUTYAIIHHWX 3aBJaHb, MPE3CHTAIH;
JTa00paTOpHi 3aHATTS: 3 BHKOPUCTAHHAM METOJIB KOMII'IOTEPHOTO MOJICIIIOBAHHS, METOJIB IPOEKTHOI AiSIIBHOCTI, aHali3
NpoOJIEMHUX CUTYallil, MOSICHEHHS, TUCKYCisl; caMOCTiiHa poOoTa (ONpalfoBaHHs TEOPETUYHOI'0 Marepiany, MiATOTOBKA 10
BUKOHAHHS NPaKTHYHUX POOIT, MIOTOYHOTO Ta IMiJICYMKOBOTO KOHTPOJIIO, BAKOHAHHS 1HAMBIAYaJbHUX Ta JIOMAIHIX 3aBJIaHb), 3
BUKOPHUCTAHHIM 1HQOpManifHO-KOMII IOTEPHHUX TEXHOJIOTIH Ta TEXHOJIOT1H AMCTAHIIHHOTO HABYaHHS.

7. MeToau KOHTPO.TIO

[ToTouHMIT KOHTPOJIb 3OIMCHIOETHCS MMiJ Yac ayAWTOPHHX NPAKTUYHHX (Ta JTaOOPAaTOPHHX) 3aHSATh, a TAKOXK Y JHI
MPOBECHHS KOHTPOJBHHUX 3aXOJiB, BCTAHOBJICHMX pOOOYOI MPOrpaMord 1 rpadikoM OCBITHROTO TPOIECY, B T.4. 3
BUKOPHUCTaHHIM MOJyJIBHOTO CepeaoBHIIA 11 HaBYaHHsI. [Ipy 1IbOMY BUKOPHCTOBYIOThCS TaKi METOM TIOTOYHOTO KOHTPOJIIO:

— OLIHIOBAaHHS Pe3yJbTaTiB POOOTH Ha NMPAaKTHYHUX 3aHATTAX (OMHMTYBaHHS TEOPETUYHOrO MaTepiaiy, po3B’S3yBaHHS
3a/a4, y9acTh y OOTOBOPEHHI CHTYaIliii);

- YCHE ONUTYBaHHsI TIepe/] AOIYCKOM J0 JIa00paTOPHOTo 3aHATTS;

- OIIIHIOBAaHHS PE3YNBTATIB 3aXHCTY Ta00OPaTOPHHUX POOIT;

- TECTOBHUI KOHTPOJIb TEOPETUUHOTO MaTepialy 3 po3aily;

- 3aXKCT iHANBIyaIbHUX 3aB/IaHb;

- OL[IHIOBAaHHS Pe3yNbTaTiB BUKOHAHHS JOMAIIHIX 3aB/aHb;

- OIIiHIOBAaHHS KOHTPOJIBHUX POOIT.

[lpu BuBeneHHI MiJICYMKOBOI CEMECTPOBOi OLIHKK BPaXxOBYIOTBCS PE3YJbTAaTH SIK MOTOYHOIO KOHTPOJIO, TaK i
MiICYMKOBOTO KOHTPOJIO, SKMH MPOBOAMUTHCS 3 YChOI'O MaTepialy NUCLMIUIIHU 32 OlleTaMu, MONEpeaHbO PO3POOJICHUMH i
3aTBEpXKCHUMH Ha 3acifiaHHi kKadeapu. 3100yBay BUIIOT OCBITH, SKUil HAOpaB 3 OyIb-SIKOT0 BUy HaBYaJIbHOI pOOOTH, CyMy
OamiB HIOKYY 32 60 BiICOTKIB BiI MAKCHMAJIEHOTO 0aiy, He 00NYCKAEMbCA IO CEMECTPOBOTO KOHTPOJIIO, TOKH HE BUKOHAE 00CST
pobotu, nepeabadenuit Pododoro nmporpamoro. 3m00yBad BHIOI OCBITH, SKHI HAOpaB MO3UTHUBHUN CepeIHbO3BakeHUH Oair (60
BIJICOTKIB i OLTBIIE BiJi MAKCHMAaJIBHOTO 0aly) 3 yCiX BHIIB MOTOYHOTO KOHTPOJIO i HE CKJIAB iCIIUT, BBAYKAETHCA TAKHUM, SKHI
Mae akangeMidHy 3a0oproBaHicTb. JIikBigalis akageMigHOi 3a00pTroBaHOCTI 13 CEMECTPOBOTO KOHTPOIIIO 3AIHCHIOETHCS y TIEpioJt
eK3aMeHarliifHoi cecii abo 3a rpadikoM, BCTAHOBICHNM JEKaHATOM BiAMOBiTHO 0 «Il1070KEHHS MPO KOHTPOIB i OLIHIOBAaHHSI
pe3ynbTaTiB HaBuaHHS 3100yBadiB BUIIOL ocBiTH y XHY».

8. IMosiTnka TMCHMILTIHT
INomiTnka HaBYANBHOI NUCHMIUIIHM 3arajoM BH3HAYAETHhCS CHCTEMOIO BHMOT 10 3700yBada BHIIOI OCBITH, IO
nepeabdavyeHi YHHHUMH TTOJIOKEHHSAMH YHIBEpCHUTETY PO OpPraHi3amilo i HaBYAJIBHO-METOIMYHE 3a0e3MeUYeHHSI OCBITHBOTO
npoiiecy. 30KpeMa, MPOXOPKEHHSI IHCTPYKTAXKy 3 TEXHIKH O€3IeKH; BiJBIMyBaHHS 3aHITh 3 JUCHHUIUIIHU € 00O0B’SI3KOBUM. 3a
00’€KTUBHUX MpPUYMH (MiATBEPPKEHUX JIOKYMEHTaJIbHO) TEOPETHYHE HABYaHHS 3a IIOTOJDKEHHAM 13 JISKTOPOM MOXe
BiIOYBAaTHCH B OH-TAWH pPeXXUMi. Y CITIIIHE ONaHYBaHHS AUCIUILIIHY 1 popMyBaHHS (aXxOBUX KOMIICTEHTHOCTEH 1 MPOTPaMHHX
pe3ynbTaTiB HaBYaHHS Iependadae HEOOXITHICTh MiITOTOBKH O MPAKTHIHHUX 3aHATH (BUBYCHHS TCOPETUYHOTO MaTepiany 3
TEeMHM), aKTHBHO IpPAIIOBaTH Ha 3aHATTI, PO3B’s3yBaTH 3a/adi, OpaTH yd4acTh y IUCKYCISIX II0J0 NPUHHATHX pillleHb MpU
BUKOHaHHI 3100yBadaMu 3a/a4 Tomo. Takox 10 1ab0paTopHOTO 3aHSTTS (BUBUEHHS TEOPETUYHOTO MaTepiary 3 TeMU poOOTH,
MONEPETHIO MiATOTOBKY IPOTOKOJIy POOOTH, MiJTOTOBKY /0 YCHOTO ONMTYBAHHS JUIsL AOIYCKY IO 3aHATTS (HaBeaeHi y
MeToanyHUX peKOMEHIAIAX 10 Ta00paTOPHUX 3aHATH)), aKTHBHO ITPAIIOBATH HA 3aHATTI, AKICHO MiATOTYBATH 3BIT ( MPOTOKOIT
poOOTH BIIMOBIAHO 1O TEMH), 3aXHCTHTH PE3YJIbTATH BUKOHAHOI poOoTH, OpaTH ydyacTh y AMCKYCISIX WIOAO NPHHHITHX
KOHCTPYKTHUBHHX DillIeHb TP BUKOHAHHI 3/100yBayaMH JlabopaTopHHUX poOiT TOwIO.
3m00yBaui BUIOi OCBITH MarOTh JOTPUMYBATHCA BCTAHOBJICHHX TEPMiHIB BUKOHAHHS BCIX BHAIB HaBYAIBHOI pOOOTH
BIZIIOBiZHO 710 po00Y0i MporpaMu HaBYAIBHOI JUCHHUILTIHU. TepMiH 3aXxucTy 1abopaTOpHOI pOOOTH BBAXKAETHCS CBOEYACHUM,
SKIIO CTY/AEHT 3aXHCTHUB 11 Ha HACTYMHOMY IicJsi BAKOHaHHS poOoTH 3aHATTI. [IpomymieHe npakTudHe (J1ab0opaTopHE)3aHATTI
CTyJIeHT 3000B’sI3aHUI BiAMPAIIOBATA y BCTAHOBJICHHWI BUKJIJaueM TEPMiH, aje He Ti3Hille, HiXK 3a JBa THXKHI 10 KiHII
TEOPETHYHUX 3aHSATh Y CEMECTPI.
3acBO€EHHS CTY/IEHTOM TEOPETUYHOI0 Marepiayly 3 JUCHUIUIIHM OLIHIOETHCS 3a Pe3yJbTaTaMH ONMUTYBAHHS ITiJ] Yac
NPaKTHYHUX 3aHSTh, TECTYBaHHS i BUKOHAHHS 1HMBIyalbHOTO IOMAIIHBOTO 3aBAaHHS Ta KOHTPOJIbHOI poboTH. BukoHaHHs
IHIMBiya bHOTO 3aBIaHHS 3aBEPIIYETHCS MOTO 371a4€t0 Ha TIEPEBIpKY Y TEPMiHHU, BCTAHOBIIEHI rpadikoM caMOCTiitHOT poOoTH.
3n00yBay BHIIOI OCBITH, BHUKOHYIOUM CaMOCTiiiHy po0oTy abo iHauBiAyadbHy poOOTY 3 AWCHMIUIIHHM, Mae
JOTPUMYBATHUCS HOJITHKH J0OPOYECHOCTI (3a00pOHEH] ClIMCYBaHHS, IIariat (B T.4. 13 BAKOPUCTAHHAM MOOLIBHUX JIEBAHCIB)).




V pasi BUSBJICHHS MOPYIISHHS MOJIITUKH aKaJeMITHO1 TOOPOUECHOCTI B Oy/Ib-SKUX BUIaX HABYAIBHOI poOOTH 3700yBad BUIIOL
OCBITH OTPHMY€ HE3aJOBIJIbHY OLIHKY i Ma€ IOBTOPHO BUKOHATH 3aBJaHHS 3 BIINOBiAHOI TemH (BHAY poOOTH), MIO
nependaueHi poboyoro rmporpamoro. byab-siki popmu nopyiieHHs akageMiuHOi JOOPOYECHOCTI He 00y CKalomuc.

Y Mexax BUBYCHHS HABYAIBHOI JUCIUILUTIHM 3100yBadaM BWINOI OCBITH mependadeHo BHU3HAHHS 1 3apaxyBaHHS
pe3ynbTariB HaBYaHHS, HAOyTHX NUIIXOM He(QOPMAIBLHOI OCBITH, IO po3MilleHi Ha pocTynHuX Iuatdopmax (kypeu Cisco 3
kibepOesneku; mporpamyBanHs 3 pomomororo MATLAB (Simulink)), siki cupusitors QopMyBaHHS KOMIIETEHTHOCTEH 1
MOTJINOJICHHIO Pe3yJbTaTiB HAaBUaHHA, BHU3HAUYEHUMX pPOOOUYOI0 IMPOrpaMoOI0 IHCIUILTIHK, abo 3a0e3NedyioTh BHBUCHHS
BiMOBiMHOT TemMu Ta/aGo BUIY poOiT 3 pOrpaMu HABYAIBHOI JUCIUILTIHY (neTanbHimre y [ToM0KeHH] TIpo TOPsIIOK BU3HAHHS
Ta 3apaxyBaHHs pe3yJbTaTiB HaBYaHH: 3/100yBauiB BuIoi ocBitH y XHY).

9. OuinoBaHHs pe3yJbTATIB HABYAHHSA CTYAEHTIB y ceMecTpi

OrmiHfOBaHHS aKaIeMIYHUX IOCATHEHb 3700yBada BWIIOI OCBITH 3IIHCHIOETHCS BiAMOBiAHO 10 «IlojokeHHS Ipo
KOHTPOJIb 1 OLIHIOBAaHHS PE3y/ibTaTiB HaBYaHHA 37400yBadiB BHIIOi OCBiTH ¥ XHY». [Ipr moToyHOMY OLIiHIOBaHHI BUKOHAHOT
3100yBaueM poOOTH 3 KOXKHOI CTPYKTYPHOI OZMHHUIIL 1 OTPUMAaHUX HUM PE3yJIbTaTiB BUKJIaay BUCTABIISIE HOMY IEBHY KUIBKICTh
OamiB i3 BcraHOBIeHNX P0o0O0U0r0 mporpaMoro i poro BuAy podotn. [Ipu mpoMy KOXHA CTPYKTypHA OJWHUIS HaBYAIBHOI
poboTtu Moske OyTH 3apaxoBaHa, SKIIO 3100yBay HaOpaB He MeHIIe 60 BiICOTKIB (MiHIMANBHUHN PiBEHB IS IIO3UTHBHOT OIIHKH)
BiJl MAaKCHMaJIbHO MOJKJIMBOI CyMH OaliB, MPU3HAUEHOT CTPYKTYPHIH OJMHHUIII.

[lpu ouiHIOBaHHI pe3yNbTAaTiB HaBUaHHS 3100yBadiB BHIIOI OCBITH 3 OyAb-fKOro BHAY HaBYajlbHOI pPOOOTH
(CTpYKTYpHOT OAMHHUIII) PEKOMEHIY€EThCS BUKOPUCTOBYBATH HAaBEACHI HU)KYE y3arajbHEeHi KpUTepil:

Taoauus — Kpurepii oiHloBaHHA HABYAJBLHUX J0CATHEHb 3100yBa4a BHILLOI OCBITH

Ouinka Ta piBeHb
JOCSITHEHHSI
3100yBayemM

3amianosanux ITPH ra
copmoBaHux

KOMIIeTeHTHOCTeit

BiamiHHO (BUCOKWMIA) 3m00yBay BHIIOI OCBITH TITHOOKO i Y IIOBHOMY OOCS31 ONaHyBaB 3MiCT HABYAILHOTO Martepiaiy,
JETKO B HBOMY OPIEHTYETHCSA 1 BMIIO BHKOPHUCTOBYE IOHATIMHMII amapaT; ymie IOB’S3yBaTH
TEOpil0 3 TPAKTUKOW, BHUPIIIyBaTH NPAKTHYHI 3aBJaHHS, BIIEBHEHO BHCIIOBJIIOBATH 1
OOTIpYHTOBYBAaTH CBOi Cy/DKeHHs. BimMmiHHa olliHKa mnepeabadvae JIOTIYHUN BHUKJIAJ BiAMOBIII
MOBOIO BUKJIaJaHHs (B YCHil a00 y MUChMOBIH GopMi), AeMOHCTpYE siKicHe 0(hOpMIIEHHS] pOOOTH
1 BOJOJIHHS CHEIiaJbHUMHM TPWIaAaMd Ta IHCTPYMEHTaMH, MNPHUKIaJHUMH IIPOrPaMaMH.
3100yBau He BaracThCsl MPH BUJIO3MiHI 3allMTaHHsS, BMi€ POOMTH JETalbHI Ta y3arajibHIOKUi
BUCHOBKH, JEMOHCTPYE NpPaKTH4YHI HABMYKH 3 BUpinIeHHS (axoBux 3aBiaHb. [Ipu Bimmosizmi
JIOMTYCTUB JIBI—TPH HECYTTEBI HOXUOKU.

Hobpe (cepenHiii) 3100yBay BUIIOT OCBITH BHSBUB IIOBHE 3aCBOEHHS HABYAIBHOI'O MaTepiaily, BOJIOJIE MOHATIHHIM
araparoM, OPIEHTYEThCS Y BUBYEHOMY MaTepiajii; CBiJIOMO BUKOPUCTOBYE TEOPETUYHI 3HAHHS JIs1
BUPIIICHHS MPAKTUIHHUX 3a/1a4; BUKJIAJ BiAMOBiNI TPAMOTHUIMA, aie y 3MicTi i Gopmi BiAmoBimi
MOXXYTh MaTH MiCIle OKpeMi HETOYHOCTI, HEeUiTKi (OpMyITIOBaHHS MpPaBWI, 3aKOHOMipHOCTEH
tomo. BimmoBime 3m00yBaya BHUIIOI OCBITH OyIyeThCs Ha OCHOBI

CaMOCTIHHOTO MUCIIEHHs. 3700yBa4 BHIIOI OCBITH y BIATOBIIi JIOITyCTHUB IBI—TpU HeCYmmesi

Y3aranbHeHui 3MicT KPUTepis OLiHIOBAHHSA

ROMUNKU.
3a0BUTEHO 3mo0yBad BHUINOI OCBITH BHSIBHB 3HAaHHS OCHOBHOTO NIPOTPaMHOTO MaTepiary B 00Cs3i,
(mocraTHii) HEOOXiTHOMY JUIS ITOAaIbIIOT0 HABYAHHS Ta MPAKTUYHOI AISITHHOCTI 32 MPOQECi€ro, CIIPaBIIETHCI

3 BHKOHAHHSM MPAaKTUYHHAX 3aBJaHb, IMEpPeN0adeHUX IMpOrpaMoro. SIK TpaBMIIO, BigIOBIIHh
3100yBaya BHUIIOT OCBITH OyAyeThCs Ha PiBHI PEHPOJYKTHBHOTO MUCJEHHS, 300yBay BHIIOT
OCBITH Ma€ CJ1a0Ki 3HaHHS CTPYKTYPH HaBUYJIbHOT JAUCUHUILIIHH, JIOITYCKAa€ HETOYHOCTI 1 cymmeei
ROMUIKU Y BIITOBI/II, BATAETHCS NP BIAMOBIAI HA BHIO3MIHEHE 3anuTaHHs. Pa3om 3 TuMm, HaOyB
HAaBUYOK, HEOOXIAHWX /Jisi BUKOHAHHS HECKJIAJHUX TMPAKTUYHUX 3aBIaHb, SKi BiAMOBITAIOTH
MiHIMaJBbHAM KPUTEPisIM OLIHIOBAHHS 1 BOJIOI€ 3HAHHAMH, 10 TO3BOJISIOTH HOMY

i1 KePiBHUIITBOM BHKJIa/Iada YyCYHYTH HETOYHOCTI y BiATIOBIIi.

HesanosinsHO 3m00yBay BHUIOi OCBITH BUSBUB PO3pi3HEHI, OE3CHCTEMHI 3HAHHS, HE BMi€ BHAITSTH TOJOBHE 1
(HemocTatHii) JIPYTOPSIAHE, OMYCKAETHCS MOMWIOK Y BH3HAYEHHI TIOHATH, MEPEKPYIye iX 3MICT, XaOTHYHO 1
HEBIIEBHEHO BHUKJIA/IA€ MaTepiall, He MOKe BUKOPUCTOBYBATH 3HAHHS TIPH BUPIILIEHHI TPAKTUYHUX
3aBJaHb. SIK MPaBUJIO, OIIHKA «HE3aIOBUILHO» BUCTABISETHCA 3100yBaueBi BUIIOT OCBITH, KUK
He MOXKE€ IIPOJIOBXHUTH HaBYaHHs 03 107aTKOBOI poOOTH 3 BUBUEHHS HaBUAJIHHOI

JIACLIMILTIHY.




CTpYKTYpPYBaHHSI TUCHUILTIHMA 32 BUAAMH HABYAJILHOT POOOTH i ONiHIOBAHHA pe3yJIbTATIB HABYAHHSI CTY€HTIB JIeHHOT
¢opmu 3100yTTH OCBITH Y ceMecTpi

AyauTopHa KoHTpoabHi 3axoau CemecTpoBuii Pazom
podora KOHTPOJIb
[pakTiani Jlaboparopsi podoTtu Ne:1-7 Kontponsua poboTa Icar Cyma
sanarra (1, 4, 7) KP OaJtiB
1 [ 2] 3 1 [ 2] 3 [ 4] 5] 6 |7 1
KinpkicTs 06aiB 32 BUJ HABYAJILHOT pOOOTH (MIHIMYM-MaKCUMYyM)
3-5 35[35[35[35][]35] 35] 35 6-10 24-40 60-100
9-15 21-35 6-10 24-40

* [osumugnoio € cyma 6i0 60 6anie 3a ymosu, wo 3 KOJHCHO20 U0y HAGHAILHOI pobomu 3000y6au Habpas He meHute 60 idcomKie
810 MAKCUMANbHO20 ALY, 6CMAHOBNIEHO20 OJis Yi€i CMpPYKmMYpHOT 0OUHUYL.

OUiHIOBAHHS HA MPAKTUYHUX 3aHATTAX

OuiHKa, sIKa BUCTABISIETHCS 32 PAKTUYHE 3aHSTTS, CKJIAJIAEThCS 3 TAKUX €JIEMEHTIB: YCHE OIMTYBaHHS CTYACHTIB Ha
3HAHHS TEOPETUIHOTO MaTepialy 3 TEMH; BiJIbHE BOJIOMIHHSA CTYICHTOM MAaTEMAaTHIHOIO TEPMIHOJIOTIE0 1 YMiHHS TpodeciiHO
OOTpYHTYBaTH NPUHHATI PIlICHAS IpU PO3B’sI3yBaHHI 3a/1a4; pe3yIbTaTH CaMOCTIHHIX POOIT.

IIpu omiHIOBaHHI MPAKTUIHOTO 3aHATTS BHUKIIAAAY KEPYETHCS y3araJlbHCHUMHU KPUTEPiSIMHU, HABSICHUMH Y TaOIHII
«Kpurepii oniHIOBaHHA HaBYAJIbHUX AOCATHEHb 3100yBaya BHMINOI OCBiTH» (MiHIMadbHHN MO3WTHUBHHNA Oanm — 3 Oamwy,
MaKCHUMaJbHHUI — 5 OaliB).

OuiHoBaHHA pe3yJbTaTiB 3aXHCTY J1a00PaTOPHOI podoTH

BukonaHna i opopMiieHa BiIMOBIIHO 10 BCTAHOBJICHUX METONNYHAMH PEKOMEHIAIIIMHI BU3HAYCHO, 1[0 J1abopaTopHa
poboTa KOMIUIEKCHO OLIHIOETHCS BUKIIagaueM MpH 1i 3aXUCTi 3 ypaXyBaHHAM TaKUX KPUTEPIiB: CAMOCTIHHICTD Ta IPaBUIIBHICT
BUKOHAHHS; TIOBHOTA Bi/IMOBI/Ii; 3HAHHS METOAMKH MIPOBEACHHS OCIKCHHS; YMIHHS IHTEPIPETYBATU PE3YJILTATH; BOJIOIHHS
BIJITIOBITHUM MPOrPaMHKUM 3a0€3MeUCHHAM; OOTPYHTOBAHICTh BUCHOBKIB. JIaOopaTopHi poOOTH BUKOHYIOTHCS Ha KOMIT FOTEpi 13
BUKOPUCTAHHSM CIICIialli30BaHUX IPOTpaM, IO TO3BOJLIOTh MOJICIIOBATH, aHANI3YBATH Ta JOCHTIIKYBATH BIAIOBIIHI TEXHITHI
MPOLIECH.

Pe3ynbraT BUKOHAHHS 1 3aXUCTY 37100yBayeM BUILOi OCBITH KOXKHOI 1aOOpaTOpHOT pOOOTH OLIHIOETHCS BiIIOBIIHO 10
tabnuui KpurepiiB oliHIOBaHHs HaBYaJIbHHUX JOCSTHEHb 3/7100yBaya BHIIOI OCBITH (MiHIMaNbHUIA NO3UTHBHUIA Oan — 3 Oany,
MaKCUMaIbHUN — 5 OaiB).

Y BunajKy BUsBJICHHs 3400yBadeM piBHS 3HaHb, HKYOTO HiXK 60 BIZICOTKIB BiJi MAKCHMaIbHOTO Oy, BCTAHOBICHOTO
Po6o4oro mporpaMoro st K0XKHOT CTPYKTYpHOI OMHULI, TadopaTopHa poboTa floMy He 3apaxoeyemucs i Uis 11 3aXUCTY BiH
Mae€ JeTalbHille ONPAIIOBAaTH MaTepiai 3 TEeMH pOOOTH, METOAMKY ii BUKOHAHHS, BUIIPABUTH IPyOi IIOMUIIKU Ta TOBTOPHO BUHTH
Ha T 3aXUCT Y NPU3HAYCHHUH AT IIbOI0 BUKJIAIaueM dac.

OuiHoBaHHA KOHTPOJILHOI podoTH

KonrponbHa poboTa nepeanbavae BUKOHAHHS TPHOX 3aBJaHb (IIPaKTHYHE 3aBJIaHHs Ilepeioadae po3B’si3yBaHHs 3aa4d 3
nanoi temn). [Ipu O1iHIOBaHHI KOHTPOJILHOT pOOOTH BPaxOBYIOThCS: MOBHOTA BiJIIOBI/II Ta SKICTh BUKOHAHHS. 3arajibHa Ccyma
0aJiB Ha MO3UTHBHY OLIIHKY CTaHOBUTS Bix 6 10 10.

Po3noain 6ajiB npu oniHIOBaHHI 3aBJaHb KOHTPOJBHOI podoTH

3aBnaHHs KOHTPOJIBHOI POOOTH Ne 1 Ne 2 Ne 3
MakcumainbHa KibKicTh OajiB 3 3 4
MiHiMansHUHA HO3UTHBHHAN Oan 2 2 2

3apnanns Ne 1 1 Ne 2 reoperunuHi, 3apaanns Ne 3 npaktuuse (po3B’si3yBaHHs 3aa4i 3 BiIIOBIIHOT TeMHn). MakcumanbHa
cyMa OaiiB 3a KOHTPOJbHY poboty 10, MiHiMaNbHA TO3UTHBHA 6, IO BiamoBimae 60 BiZCOTKaM BiJf MAKCHMAIILHOTO 0aiy.
I[pu oTprMaHHI HEraTHBHOI OLIIHKH KOHTPOJIbHY POOOTY CIIiJI IIepe3aaTH 0 TEPMiHy HACHIYHHO20 KOHTPOITIO.

InauBinyanbHe 1OMalIHE 3aBIAHHS

Bukonane Ta odopmieHe BIANOBITHO IO BHMOT, BH3HAYEHHUX METOAMYHUMH PEKOMEHIALISMH, 1HAMBITyaJbHE
nomanrHe 3aBaaHHs (1/]3) KOMIUIEKCHO OLHIOEThCS BUKIIAZAadeM 3 ypaxyBaHHIM TaKHX KPUTEPiiB: CaMOCTIHHICTh BUKOHAHHS;
NPaBWIbHICTh PO3B’SI3aHHSI IIOCTABICHUX 3aJa4y; OOIPYHTOBAHICTh BHOOpPY METOMIB pO3B’S3aHHS; MOBHOTA IOSICHEHb Ta
apryMEHTOBAHICTh BIAMOBIEH; SKICTh O(OPMIICHHS Ta JOTPUMAHHS BUMOT JI0 CTPYKTYPH i 3MiCTy pOOOTH.

[HauBiMyanbHe JOMAIIHE 3aBIaHHS BUKOHYETHCS AK (pOpMa caMOCTIHHOT poOoTH 3100yBava; Opi€HTOBaHY TEMATHKY
HaBeZieHO HWk4de. OKpemMoi CTpYKTypHOI oMuHUIN omiHtoBaHHS s [/I3 He mepenbadeHo: pe3yiabTaTH HOTO BUKOHAHHSI
BPaxOBYIOTHCS BUKJIAIa4eM IIiJ1 9ac OLiHIOBAHHS NMPAKTHYHHX 3aHATh y MEXaX YCTAaHOBJICHHX JUIA HUX OaJiB.

OuiHoBaHHA pe3yJabTaTiB MiICYMKOBOI0 CEMeCTPOBOI0 KOHTPOIIO (icruT)

OcgiTHsI TporpamMa repedoavae mijacyMKOBHI CEMECTPOBUI KOHTPOIIb 3 AUCIMIUTIHY Y (OpMI iCTINTY, 3aBIaHHSM SKOTO
€ cucTeMHe i 00’€KTHUBHE OIL[IHIOBAHHS SIK TEOPETHYHOI, TaK 1 NPaKTHYHOI MiIrOTOBKH 37100yBadya 3 HaBYAIbHOI JTUCLIUILUIIHM.
CkJiajaHHs icnuTy BiiOYBAEThCS 3a IIOTIEPEIHBO PO3POOJICHUMH 1 3aTBEpXKEHUMH Ha 3aciiaHHi kadenpu O6ineramu. BiamosinHo
JI0 IIOTO B €K3aMEHAIliifTHOMY Oi1eTi NMPOIMOHYETHCS MOEAHAHHS MUTAHb SK TEOPETUYHOrO (B T.4. y TECTOBIH (opmi), Tak i
NPaKTHYHOTO XapakTepy.



Taoauus — OuiHBaHHS Ppe3yJbTATIB MiICYMKOBOTO CeMeCTPOBOro KOHTPOJIIO 3100yBauiB JeHHOI dopmMu
HaB4YaHH#A (40 6aJiB 115 MiACYMKOBOI0o KOHTPOJIIO)

JIJ15l KOKHOTO OKPeMOTo BHY 3aBIaHb
MinimManabHuUi VN . * MaxkcumanabHui
Buam 3aBaans .o ITorenniiini mo3uTHBHI 627N .
(nocraTHiii) 6aJ . (BUCOKHIT) 0an
. (cepenniii 6aJ1) (100pe) A
(3a10BLILHO) (BigMiHHO)

Teopernune nuranns Ne 1 3 4 5
Teopernune nuranus Ne 2 3 4 5
[TpakTryne 3aBaaHHs (3a1a49a) 18 24 30
Pazom: 24 40

Hpumimxa. “Io3umuenuii 6an 3a icnum, giominnuii ¢io minimanvnozo (24 6anu) ma maxcumanovnozo (40 banis),
3Haxooumuvcsa 6 medxcax 25-39 oanie ma po3paxo8yecmncsa aK cyma 6anie 3a yci cmpykmyphi eiemenmu (3a60anus) icnumy.

J171s1 KOYKHOTO OKPEMOTO BHAY 3aBAaHb IiICYMKOBOTO CEMECTPOBOTO KOHTPOJIIO 3aCTOCOBYIOTHCS KPUTEPIT OLlIHFOBaHHS
HaBYAJbHUX JIOCATHEHb 3700yBaya BUIIOi ocBiTh, HaBeneHi Buiie (Tadaumsi — Kpurepii oumiHioBanHsi HaBYaJILHHUX
JTOCSITHEHb 3100yBaya BHIOI OCBiTH).

[TincymKoBa ceMecTpoBa OIliHKa 3a iHCTHTYHLIHHOW mKanoio i mkamor €KTC BH3HAYa€eThCS B aBTOMATH30BAaHOMY
PEeXUMI ITiCNIsi BHECEHHSI BUKJIAJa4eM pe3yJbTaTiB OLHIOBAaHHS y Oanax 3 ycixX BHIIB HaBYaIbHOI PoOOTH /10 €JIEKTPOHHOTO
KypHaiy. CHiBBIZHOIIEHHS iHCTHUTYIIIIHOI MIKajmy OIiHIOBaHHA i mikanu ouinHioBaHHS €KTC HaBenmeHi Hrxde y TaOmmi
«CHiBBIIHOILLIEHHS».

CemecTpoBHil iICIIUT BUCTABISIETHCS, SIKIIO 3arajibHa cymMa 0ajiB, sSIKy HaOpaB CTYACHT 3 AUCIMIUIIHY 32 pe3yJIbTaTaMH
MOTOYHOT'O KOHTPOJIIO, 3HaXOUThCsl Y Mexkax Big 60 o 100 6anis. [Ipu 1iboMy 3a IHCTHTYLIITHOO LIKAJIOK0 CTABUTHCS OL[IHKA
«B1IMIHHO/TO0OpE/3a0BIIBHOY, a 32 1miKaio EKTC — OykBeHe MO3HAYEHHS OI[IHKH, 1110 BiAMOBiIae HAOpaHii CTYJACHTOM CyMi
OaiB BiAMOBiAHO 10 Tabmuili CriBBITHOIICHHS.

Tabnuisa — CriiBBiTHOIIICHHS iHCTUTYIIHHOT MIKAJIN OLIHIOBAaHHS 1 mKkanu onintoBaHHsI €CKTC

. . IncTuTyniiina ouninka (piBeHb TOCATHEHHS 37100yBadeM BHIIOT OCBITH 3aIUIAHOBAHHX
Oninka PeiiTunrosa : * ;
5 pe3yNbTaTiB HAaBUAHHS 3 HABYAJIBHOI IMCIIUILTIHN)
€EKTC mKkana 6anis - — v -
3ajik Icnut/nudepenuiioBanmii 3aJik
BiominnolExcellent — Bucokuii piBeHb JOCSTHEHHS 3aIUIAHOBAHUX PE3YIITATiB
A 90-100 HaBYaHHS 3 HaBYAJIBHOI IUCLUIUIIHM, IO CBIAYUTH PO OE€3yMOBHY TOTOBHICTD
3100yBaya J10 MOANBIIOro HaBYaHHS Ta/abo npodeciiHol MisUIbHOCTI 32 paxom
g
B 83-89 g JoopelGood — cepenniii (MakCHMMalbHO JOCTaTHIN) pIBEHb JOCATHEHHS
2 3aIUIaHOBaHMX Pe3yJIbTaTiB HABYAHHS 3 HaBYaJbHOI IUCLUMIUIIHU Ta TOTOBHOCTI
C 73-82 % IO TIOJAJTBIIIOTO HABYaHHS Ta/a00 MpodeciiHOl AIsUTHHOCTI 32 haxom
<o)
D 66-72 3aoosinvnolSatisfactory — HasBHi MiHIMaIbHO IOCTaTHI IS IOAIBIIOrO
E 60-65 HaBYaHHS Ta/ab0 mpodeciiHoi MisTbHOCTI 3a ()aXoM pe3yNbTaTH HaBYAHHS 3
HaBYAJIbHOT JUCIUILITIHA
° Heszaooginbnol/Fail — Huska 3amiaHoBaHMX pe3yibTaTiB HABYAHHS 3
EX 40-59 % o HaBYAJIbHOT AMCIMIUIIHY BiICyTHs. PiBeHb HAOyTHX pPe3yJIbTaTiB HAaBUAHHS €
g5 HEJIOCTATHIM JJIsl TTOJIAJIBILION0 HaBYaHHs Ta/abo mpodeciiHOl MisuIbHOCTI 32
8 % | daxom
F 0-39 HezaoosinvnolFail — PesynbraTn HaBUAHHS BiICYTHI

10. OpienToBaHa TEMAaTHKA IHIUBITYAJLHOI0 3aBIaHHS 3 Kypcy

1. TenexoMyHiKaMiiHI CHCTEMU Tiepeaadi iHPopmaIlii i3 3aBaTOCTIHKUM KOAYBaHHIM

2. TermexoMyHiKaIliiHI CHCTEMH Tiepeaadi iHpopMarii 3 KpunTorpadigHuM 3aXucToM iHbopMarii

3. 3axuIeHi CHCTeMHU TUCTIeTYepU3allil Ta MOHITOPHHTY PYXOMHX 00'€KTiB Ha OCHOBI BUKOPHCTaHHS MOXIJIHBOCTEH
GSM ra GPS.

4. 3axuIIeHi CHCTEMH CYIIyTHHKOBOTO JOCTYITy J10 Mepexi IHTepHer

5. BaxuineHi mepcoHaNsHOT MepeXi pamioocTymy Ha ocHoBi ctanmaptis Bluetooth/ IEEE 802.15.4/ Ad Hoc.

6. 3axuineHi 6e31pOBO/IOBI JIOKAJBbHI Mepexi Ha ocHOBI ctanaapTis IEEE 802.11 (Wi-Fi)

7. 3axulleHi cucTeMu MOOLTLHOTO 1K(poBOro nmorokoBoro |P-renedbaueHHs.

8. 3axuileHi MiChbKi Mepexi NIMPOKOCMYTOBOT0 paaiogoctyny Ha ocHoBu cranaaptis (WiMAX, LTE, MIMO)

9. AnapaTHO-nIporpamMHi KOMIUIEKCH CTHCHEHHsl Bineoinpopmanii Ha 0a3i amroputmy JPEG Tta BipTyamsHOro
cepenosuina MATLAB

10. MeToau moOym0BH 3aXHIIIEHUX CHCTEM SJIEKTPOHHOT KOMEpIIii Ta OLTiHTY.

11. Texnonorii 3axucty iHpopMarlii y KOpIopaTUBHUX MEPEXkKax BEJIMKUX JIePKaBHUX Ta KOMEPIIIHHUX opraHizamii 3
BUKOPHCTAHHSI IIPOrpaMHO-anapaTHUX 3aco0iB.

12. MeToauku oOyAOBH 3aXHINCHUX Mepex Ha 0a3i TexHozorii VIPNet

13. AnapaTHO-nporpaMHi KOMIUIEKCH IS BUMIPIOBaHHS XapaKTEPUCTHK MOOUIBHUX MEpeX paliolocTyrny Ha 0asi
araparypu Ta IporpaMHoOro 3abe3nedeHHs

14. 3axpuTi Ta/ab0 CKPHUTHI CHCTEMH CYIIyTHHKOBOTO 3B'SI3Ky 3 BHKOPHCTAHHSIM PO3IIMPEHHS CIIEKTPY METOAOM
TICEBJIOBUITAIKOBOT MIepe0y10BH poOOUIO0i HaCTOTH

15. Baxwuiueni 1uppoBi TPaHKIHIOBI CHCTEMH pPafio3B'sa3ky Ha ocHOBi ctanmapty (APCO25, EDACS, Tetrapol,
TETRA)

16. 3axumeni mepexi paniogocryny 5SG NR: 6aratopiBHeBH cTek Oe3NeKH, iepapXisi KIIOUiB Ta KPUNTOAITOPUTMH
NEA/NIA.
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17. InTenexryanizoBaHi Ipoueaypu KepyBaHHs poMensmu (beam management) y mepexax 5SG nianasony mmWave:
3aBaIOCTIMKICTD 1 3aXHUCT KEPYIOUOi TUIOIIHHH.

PexomenoBaHuMit 00CAT TEKCTOBOIO JOKYMEHTA, IO TOTYEThCS CTYIEHTOM Y IPOILECi BUKOHAHHS 1HIMBITyaJbHOTO
3aBaaHHs 20-30 CTOpIHOK MalIMHONKMCHOTO TekcTy ¢opmary A4. Jlnsg Ounblioi HAOYHOCTI PEKOMEHIYETHCS ILHUPOKO
BUKOPHCTOBYBATH Ta0iHLi Ta rpadiuHui MaTepiai — rpadiku, aiarpaMu 3 000B’I3KOBUMH MOsICHEHHAIMH 10 HUX. OdopmiieHHs
3riIHO BUMOT CTaHIapTiB XMEJIbHUIBKOTO HAllIOHAILHOTO YHIBEPCUTETY:

Biomiorpadiunuii 3anuc. 3aranehi Bumoru. COY 207.02:2025 / O. Cunrok, B. Jlomatoecekwuii, I'. Kpacunbaukosa, 1.
Anppomryk, B. Apemuyk, H. [TogneBcpka — Xmenpaunekuit : XHY, 2025. -37 ¢

11. IInTaHHA 1151 CAMOKOHTPOJIIO pPe3yJibTaTiB HABYAHHA

. SIki 3 HasIBHUX cHOCO0IB peatizalii 3arpo3u po3risiIaroThCs B MOJIEN 3arpo3.
. Ha mopyieHHs sikux BnacTuBocTei iHopMalii Ta CHCTEMH CIIPSIMOBaHa 3arpo3a NPOCIyXOByBaHHS TpadikKy.
. HaBeniTe Bu3HaUeHHs iHQOpMaIiitHOI Oe3mexn

. Ha3Bitb 00’ exTH iH(pOpMAIiiiHOT Oe3MeKH.

. Ha3BiTh ocHOBHI Hampsimu 3a0e3medenHs Oe3nexn indopmarii.

. SIki icHyI0Th 0a30Bi IPUHIIUIIN 3aXHCTy iHPOPMALIIHHIX CHCTEM.

. SIki piBHi 3aXUCTY iH(OPMAIHHIX CHCTEM BaM BiZlOMi.

. [IpuaIIIIII pOGOTH OIIOKOBUX Ta HOTOKOBUX IUQPIB, IIEpEBard Ta HEJOMIKH.
. IlpusnavenHs, cnocoOu reHepariii Ta BAKOPUCTaHHS KITFOYiB.

0. Bumoru 10 KpUnTocucTeM Ta mudpis.

11. Kpunrorpadiuna ctiiikicts mudpis.

12. HeHaniitHiCTP KIIIOYiB Ta NOBIIOMJICHB.

13. Tockonami mudpu.

14. Slka pi3HUI MiXK IUKITIYHIMA KOJaMH 1 KoJaMu XeMiHra.

P OO ~NO O WN P

15. ToscHiTh peanizamnito croxacTHaHUX anroputMiB [llenHoHa-PaHo Ta XaddmaHa.

16. SIxa ocoOMMBICTh AEKOLyBaHHS IPH BUKOpUCTaHHI MeToay LZW.

17. MpuHIWNYM peami3amii aIropuTMiB 3 HECUMETPUIHNAM KITFOUSM.

18. B yomy igest mupiB miACTAHOBKH.

19. B yomy inest mudpiB nepecTaHOBKH.

20. Slxa BigMina MOHOaI(aBITHUX MH(PIB Bl MOMianpiBITHHX.

21. Ha sixiii inei moOynoBanuii anroputm RSA.

22. o Take koM 10TepHUH Bipyc. [IOHATTS 3apakeHOI IpOrpamH.

23. Slx ¢pyHKLIOHYIOTh aHTUBIpYCHI Iporpamu. Kiacu aHTHBIpYCHUX ITpOrpaM.

24. Bu3HAYNTH MOKJIMBOCTI 1 HEIOJIIKA BUKOPHCTOBYBAHOTO OpaHIMayepa.

25. Illo Take inenTH(}iKaIlisi KOPHCTYBAYIB.

26. SIxi Buam imeHTH(]IKAIIi BaM BigoMmi.

27. o Take mapoinpHa igeHTHDIKAITIS.

28. o Take ayreHTH(iKaLlisi KOPUCTYBAYIB.

29. YumM 3a0e31e4yeThesl KpUNTOCTIHKICT aJITOPUTMY

30. HaBeniTh OCHOBHI IepeBary Ta HeIOJMIKH aCHMETPUYHUX MHPIB.

31. SIki 3ac00M KOHTPOIIIO BUKOPUCTOBYIOTHCS TIPH YIIPABIIiHHI O€3MEKOI0.

32. SIki acreKTH pO3riIsaatoThCsl IPH OLIHII PU3HKIB OE3MEKH.

33. Illo Take MaTeMaTUYHA MO/IEIb OE3MEKH.

34. SIxi Mmojieni 6e3neKu 37100yTM HAHOLIBIIOr0 HOIIUPEHHSL.

35. Ha3BiTh OCHOBHI NPHWYHMHU TIIOSIBH BPa3lIMBOCTEH y Cy4YacHHX TelCKOMYHIKAIiHUX 1 iH(opMaliiiHo-
KOMYHIKAI[IITHUX CHCTeMaX.

36. Ha3BiTh THITOBI MOMHIIKH, IO 3’SBJISFOTHCS TIiJT YaC MPOTPaMHOI peaizamii CHCTEMH i MOKYTh CIIPUYNHATH MOSIBY
Bpa3JIMBOCTEN.

37. SIi roJIOBHI 03HAKK MEPEIKHUX XPOOaKiB, 110 BUPIZHIIOTH 1X 3-TIOMIXK 1HIIMX LIKIUIMBUX ITPOTPaM.

38. Hagenith kiacudikaiito KOMIT FOTEpPHHUX BIpYCIB.

39. SIki mporpamHi 3aco0u AicTaiy Ha3By «TPOSIHCHKI KOHi». HaBeaiTh iX kiacudikartio.

40. 3 sikux JpKepen OepyTh JaHi JUist OUIYKY aTak i sIKi MOXKJIMBOCTI MalOTh BiITIOBI/IHI CEHCOPH.

41. MeTonuKH TiIBUIIICHHS 3aBaIOCTIHKOCTI TEJICKOMYHIKAIIMHAX CHCTEM.

42. Meroau 3aBafioCTIHKOT0 KO1yBaHHsI iH)opMaLlil B €lIEKTPOHHIX KOMYHIKAIIsIX.

43. ®opMyBaHHS OLIIHOYHNX ITOKA3HUKIB €)EKTUBHOCTI 3aBaOCTIHKOT0 KOlyBaHHS B €JIEKTPOHHUX KOMYHIKAIIIsIX.

44. Meroauka (popMyBaHHS Ta JOCIIDKEHHS TeJIEKOMYHIKallifHOTO KaHally niepejadi iHpopMmarlii i3 3aBaIoCTIKIM
KOJTyBaHHSIM.

45 ®opmyBaHHS 3aBafOCTIMKUX CHTHAJIBHO-KOJOBHX KOHCTPYKLIH y €NeKTpOHHHX KoMyHikamisx. Komm 3 mpsamum
BunpasieHHsM noMmwiok (FEC). MoxmmBocti TypOo-koniB, LDPC, monsipHUX KOXIB y MiABHMINEHHS 3aBaJOCTIHKOCTI
SJISKTPOHHMX KOMYHiKaliil. KaHaiapHe KomyBaHHS.

46. HaBenits ckiax mozeni 3arpo3 y cepenosumi loT ta 5G.

47. Knacudikamis atak Ha [0T/5G-cuctemu: Ha3BiTh TPYIH Ta HABEAITh NPUKIIAAN aTak y KOXKHIN 3 HHAX.

48. Sx Bipryamizamis mepexeBux ¢yHkuii (NFV), mporpamuo-xoH¢irypoBani mepexi (SDN) Ta mepudepiiini
o6uncnenns: (MEC) BrumBaroTh Ha IOBEpXHIO aTaky B Mepexax 5G.

49. HaBenitb CTpYKTypHY cxemy apXitekTypu ¢izuunoro kanamy PDSCH y 5G Ta mosicHiTH Mpu3HAYeHHS OJIOKiB
o6uncnennss CRC, cermenTauii i 6ydpepuzanii HARQ.

50. [Ipu3navyenns npouexyp y3romxeHHs mBuakocti (Rate Matching) Ta Bubopy Bepcii Hammmmkosocti (RV) y 5G

11



NR.

51. INopiBusiite cpepu 3actocyBanns LDPC-koxi i nossipaux xofiB y SG NR. o Take 6a3oBi rpadpu BG1 i BG2.

52. INosicuite MexanisM HARQ Ta pons miareepmxens ACK/NACK y 3a0e3neueHHi 1OCTOBIPHOCTI ITepeaBaHHs.

53. SIxi migxoam 1o iHTenekryamizanii qekoxysanus LDPC i nonspaux xoni Bam Bigomi. ITosicHiTs cxemy DRL+Soft-
Decision 3a apxitektyporo Actor-Critic.

54. 3a AKMMM NTOKa3HUKaMHM OLIHIOIOTH e()eKTUBHICTH iHTENeKTyasHoro nexoaepa (BER, BLER, kinbkicTs oneparii
3 PYXOMOIO KOMOIO, 3aTPHMKa JICKOYBaHHS).

55. Coopmymtoiite Bumoru o kpunrorpadii B cepenosumi [oT ta 5G.

56. HaBenits piBHi cTeky Oe3neku 5G (NAS, AS, Transport) Ta BKaxiTh, [0 caMe 3aXHIIA€ KOXXEH 3 HHX.

57. OmumiTh iepapXito KirodiB 5G, MOYMHAIOYH 3 KOpeHeBOTo Kimoda K.

58. Ilopisasiite AES, ZUC i SNOW 3G 3a mBUAKOI€10, EHEPTOCIIOKUBAHHIM Ta c(heporo 3aCTOCYBaHHS.

59. Ski BpazmmuBocTi mponierypu SSB beam sweeping BUKOPHCTOBYIOTHCS IS IEPEXOIUICHHS, TYIIiHHSA Ta CIy(iHTY.

60. Sk 3acTocyBaHHS HEHpOMEpPEKEBHX METOIIB y KepyBaHHI NPOMEHSIMH BIUIMBAE Ha 3aXHIICHICTh KEPYHOUOi
IOIUHE Mepexi 5G.

12. HaByaabHO-MeTOAMYHE 320e3MeYeHHs

OcBiTHI Tpomec 3 IUCHUILTIHU «3aBaJOCTiHKICTh Ta iH(popMamiiHa Oesmeka iHPOKOMYHIKaIlii» MOBHICTIO i B
JOCTaTHIH KiJIBKOCTi 3a0e3MedYeHnii HeoOXiHOI HaBYAILHO-METOIMYHOI0 JIITepaTypolo. 30KpeMa, BHKIanadamMH Kadeapu
MiATOTOBIICHI 1 BUaHi Taki poOoTH:

1. boiiko 0. M. TeopeTwyHi acmeKTH MiABUINCHHS 3aBafOCTIMKOCTI H e()eKTUBHOCTI OOpPOOKH CHTHANIB B
panioTeXHIYHUX MPUCTPOSIX Ta 3ac00ax TeIEKOMYHIKAIIHHUX CHCTEM 3a HasBHOCTI 3aBaj : MoHorpadis / 0. M. boiiko, B. A.
Hpyxwunin, C. B. Tomomna. - Kuis : Jloroc, 2018. - 227 c.

2. luakapyk O.M. OcHOBH (QyHKIIIOHYBaHHS OaraTokaHaJbHHUX CHUCTEM Iepenadi iHdopmamii. HaBd. mociOHUK /O.M.
[Munkapyk, FO.M. Boiiko, I.I. YecanoBchkuil. — XmenpHubkuii: XHY, 2011. — 231 c.

3. Cemenko A.I. CygacHi TexHOJIOTI iHPOKOMYHIKAIIIHHAX Ta KOMIT FOTepHHUX Mepesk: MoHoTpadist / A.l. Cemenko, FO.M.
Botiko, O.M. myp, 1. B. CtpenkoBceka, B. B. Kopunncekuit, P. O. SIposuii ; mif 3ar. pexn. A.l.Cemenka. - Kui: €BporefichKuii
yniBepcuret, @O-I1 binenpkwuii P.I"., 2024.- 557 c.

4. HaykoBO-TIpUIKJIaAHI THTaHHS 3a0€3IEYCHHS PO3MUIBHOI 3MAaTHOCTI 1 e(QEeKTHBHOCTI OOpOOKH CHTHATIB ¥y
paIiOTeXHIYHMX Ta TEJIEKOMYHIKAI[IHHUX CHCTeMax 3a HasBHOCTI 3aBaj : MoHorpadis / 0. M. boiiko, O. M. lllunkapyxk, JI. B.
Kapmoga, I. I. YecanoBcrkuit. — XmenpHuipkuit : XHY, 2019. — 218 c.

5. Boiiko FO.M. IIporpaMHO-KOH}IrypoBaHi CHCTEMH NepeaaBaHHs, IPUIMaHHSI Ta 00poOKH iHpopMarii: MoHOTpadist
/YO. M. Botiko, JI. B. Kapmoga, O.I. [Tonikaposcekux, B.I1. Tkauyk. — Xmensuunpkuii : XHY, 2023. — 317c.

6. Boiiko FO.M. OcHoBu pagiodoToniku: HaB4. moci6. Yactuna 1 / KO.M. Boiiko, B.A. dpyxwunia, M.I1. TpemOoBensKui,
M.I. Pe3nikoB. — Kuis : Kapasemna, 2020. — 184 c.

13. MarepiajbHO-TeXHiYHe TAa PpOrpamMHe 3a0e3neyeHHsI AMCHUTLIIHN (32 TOTPeOH)

[Hdopmarmiitna Ta komm torepHa minTpumka: [1K, mmanmer, cMapTdoH abo iHIKH MOOITBPHUN MPHUCTPIH, TPOEKTOP.
[Iporpamue 3abesneuenns: mporpamu Microsoft Office, MATLAB, EWB (Multisim) ab6o aHanoriuxi, TOCTym 0 Mepexi
[HTepHET, pOOOTa 3 MIPEe3CHTAIiSIMH.

14. PexomeHnaoBaHa JiTepaTypa:
OcHoBHA

1. Boiiko FO.M. 3aBagocTiiikicTh Ta iHpopMamiiiHa Oe3meka 1HPOKOMYHIKAIIH : KOHCIIEKT JEKIA 3 AUCIUTUTIHY IS
3100yBauiB APyroro (MaricTepchbKoro) piBHs BHIIOT OCBITH crierianbHocTi 172 «EnexTpoHHI KOMYHiKallii Ta pamio- TexHika /
1O. M. boiixo, JI. B. Kapnosa. Xmensuuupkuii : XHY, 2024. 111 c.

2. Texnonorii 3axwcry iH(popMamii B iH(pOpMamifHO-TEIEKOMYHIKAIIHUX cuctemax [EmexrponHmii pecypc]
HaBYanbHUH mociOHuK / A. B. XKunin, O. M. lllanoan, O. A. Ycnercbkuii ; KIII im. Iropst Cikopcbkoro. — EnekTpoHHI TEKCTOBI
nadi (1 daitn: 5,23 Mo6aiit). — Kuis : KIII im. Irops Cikopebkoro, 2021. — 213 ¢. — Ha3Ba 3 ekpaHna.

3. boiiko 0. M. TeopernuHi acnekTd MiJABHUIICHHS 3aBaJOCTIHKOCTI W epEeKTUBHOCTI OOpOOKM CUTHAIIB B
pamiOTeXHIYHUX MPUCTPOSIX Ta 3ac00aX TEICKOMYHIKAI[IITHUX CHCTEM 3a HasBHOCTI 3aBaj : moHorpadis / FO. M. Boiiko, B. A.
Hpyxuwnin, C. B. Tomtona. - Kuis : Jloroc, 2018. - 227 c.

4. Boiixo F0.M. HaykoBo-mipukiaaHi MTUTaHHS 320€3MIeYeHHS PO3AUTFHOI 3aTHOCTI 1 €PEeKTHBHOCTI 0OpPOOKH CUTHAIB Y
panioTeXHIYHUX Ta TEIEKOMYHIKAI[iHHUX CHCTEMax 3a HasBHOCTI 3aBaj : MoHorpadis / FO. M. Bboiiko, O. M. Illurakapyk, JI. B.
Kapmnoga, I. I. YecanoBcbkuii. — Xmensaunpkuii : XHY, 2019. — 218 c.

5. Xopomiko B. O. IIpoekTyBaHHsS KOMIUIEKCHUX CHUCTeM 3axucTy iHpopmarii / B. O. Xopomko, I. M. ITaBnos, 1O. f1.
bobao, B. b. lyaukesuy, 1. P. Onipcbkuid, JI. T. [Tapxyus. — JIbBiB : BugaBuuirso JIbBiBchkoi nomitexHiku, 2020. - 320 c.

6. Buriachok V.L. Methods of information protection in telecommunication systems:[manual]. / V.L.Buriachok,
le.V.Duravkin, N.V. Lukova-Chuyko, P.M.Skladanniy / — Kiev :KUBG, 2019. — 74 c.

7. Cemenko A.l. CyuacHi TexHoJoOTii iHQOKOMYHIKaliHHUX Ta KOMII'IOTepHUX Mepexx: MoHorpadis / A.l. CemeHko,
IO.M. Boiiko, O.M. Illmyp, 1. B. Crpenkoscbka, B. B. Kopununcekuii, P. O. Sposwuii ; min 3ar. pen. A.l.Cemenka. - Kuis:
€sponeiicekuii yHiBepcutet, PO-I1 bineupsknii P.I'., 2024.- 557 c.

8. boiiko 0. Amnaniz anropurmiB aekonyBanus LDPC ta Polar-xoniB y cranmaprti 5G: OIliHKa CKIagHOCTI Ta
edpexturocTi / FO. Boiiko, JI. Cybepisik / BuMiproBaibHa Ta 00YMCIIIOBaIbHA TEXHIKA B TEXHOIOTIYHKX Tporecax. — 2025, —
Ne 3. - C. 226-236.

9. Boiiko 0. Jlerki kpunrocucremu B TelneKoMyHikaniiHux cepenoBuiunax loT i 5SG: BUKINKH, apXiTEKTypH Ta
kommpomicu Oesnekn / 0. Boiiko, B. Miman, [I. SIrymenko // BumiproBaibHa Ta 00YnCIIOBaIbHA TEXHIKA B TEXHOJIOTIYHUX
nporecax. — 2025. — Ne 3. — C. 265-275.
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10. Boiko J. Intelligent DRL-assisted decoding of error-correcting codes for 5G/6G telecommunication channels / J.
Boiko, I. Pyatin, O. Eromenko // Journal of Electrical Engineering. — 2025. — Vol. 76, No. 6. — P. 509-523.

11. Boiko J. Neural Network-Based Secure Beam Management in 5G Networks for Cyberspace Protection / J. Boiko, I.
Pyatin // CEUR Workshop Proceedings. — 2025. — Vol. 4170. — P. 1-15.

12.3GPP TS 38.212. NR; Multiplexing and channel coding : texniuna cnenudikamis / 3rd Generation Partnership
Project., 2024

13.3GPP TS 33.501. Security architecture and procedures for 5G System : Texniyna crnenudikarist / 3rd Generation
Partnership Project, 2024

JonarkoBa

1. borym B.M. Texniunmii 3axuct indopmMariii. HaBy. nocio. / B.M. borym, B.JI. Bposko, O.C. Ko6yc, B.JI. Ko3topa. -
Jlipa-K, 2022. — 508 c.

2. Indopmaniitna Oesneka : minpyunuk / 3a pen. 0. 5. boGana Ta 1. B. I'opbaroro. - BumaBuuurso: JIpBiBCchKa
moJtiTexHika, 2019. — 580 c.

3. Koryr IO. Kopropatusna 6e3meka / FO. Koryr. — Kuis : KK Ciakown, 2018. — 276 c.

4. Bypsraok B. JI. [ndopmaniitanii Ta KibeprpocTopu: mpodiaemu Oe3nekn, MeToau Ta 3acoou 6opoTrdu. [[Tocidonuk]. / B.
JI. Bypsiuok, C.B.Tonrona, B.B.Cemko, JI.B.bypsuok, [1.M.Cknananauii H.B. JlykoBa-Uyiiko/ — Kuie : IVT - KHY, 2016. —
178 c.

5. Xopomko B. O. IIpoexTyBaHHS KOMIUIEKCHUX cucTeM 3axucry iHpopmarii / B. O. Xopomiko. - BupaBHHUTBO:
JIsBiBCchbKa mosiTexnika, 2020. — 320 c.

6. Freeman R. L. Telecommunication System Engineering, 4th Edition / R. L. Freeman. — Wiley, 2015. — 1024 p.

7. Bypsuok B.JI. CuctemHuii aHamiz Ta IpUHHATTS pimeHp B iHGopMariiHid Oe3meri: migpygruk. / B.JI. Bypsdok,
C.B.Tomroma, A.O. AHocoB, B.A.Ko3auok, H.B. JIlykoBa-Uytiko / — K.:JIVT, 2015. — 345 c.

8. Bakaimok T.A. 3axucT inpopmariii B KOMIT FOTEpPHUX CUCTEMaX: HaBYaIbHO-MeToquuHui nociouuk / T.A. Bakaiiok. -
Kuromup: Bug-so KAV, 2013. — 136 c.

9. KoMmmuiekcHi cucteMu 3axucty iHdopmarii : HaBuansHuil oci6Huk / Spemuyk 1O. €., TlaBnoscerskuii I1. B., Karaes B.
C., Cinrorin B. B. — Biaaung : BHTY, 2018. - 118 c.

15. Indopmamniiini pecypcu

1. MonynsHe cepenosuiie st Hapdanus. URL : https://msn.khmnu.edu.ua/course/view.php?id=7972
2. Enextponna 6iomiorexa XHY. URL: http:/library.khmnu.edu.ua/
3. Tncrurymiiiauit penosurapit XHY. URL : https://elar.khmnu.edu.ua/home
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3ABAJIOCTIMKICTDH TA IHOOPMAIIMHA BE3INEKA THOOKOMYHIKAIINA

Tun gucuuniiam O00B’s13K0Ba

PiBenb BH1IOI OCBiTH Jpyruii (MarictepcbKuit)
MogBa BHKJIAJaHHS YkpaiHncbka

Cemectp [epmmii

KinbkicTs npusnauenux kpeautis EKTC 50

®opmu 3100yTTH OCBITH, 1151 AKHX BUKJIAJA€THCA JHCHHMILTIHA OuHa (1eHHa)

Pe3yabTaTn HaByaHHs. [Ticns BUBUCHHS AUCIMIUTIHU CTYJCHT ITOBUHEH: PO3YMITH 3arajibHi MPUHIKIKN OpraHizaiii 0e3MeKoBUX Ta
IHIIMX acHeKTiB (yHKIIOHYBaHHS TEIEKOMYHIKAIIMHUX Ta iHGOpMaliiHO-KOMYHIKalifiHUX cHCTeM, JIOKAIi3yBaTH Ta OLIHIOBATH
cTaH NpoOJeMHOI cuTyalil Ha eTamax JOCHi/KEHHsS iH(popMauiliHoi Oe3lexku TeleKOMYHIKallillHUX CHCTeM, IX HpPOEKTYBaHHS,
MOJIepHi3allii, BIPOBa/XKEHHs Ta €KCIUTyaTallii, a Takox (OpMyJIIOBaTH NPOIO3ULIi 10RO ii BUPIIIEHHS 3 YCYHEHHAM BUSBIICHUX
HEJOMiKiB; 3a0e3neyyBaTH HAAIdHICTb, >XMBYYICTh, 3aBaj03axXHIICHICTh, iH(opMaliliHy Oe3lexky Ta IHPOIYCKHY 3AaTHICTb
TEeJIEKOMYHIKali{HUX Ta pafiOTeXHIYHUX CUCTEM B YMOBaX iH(GOpMalifHUX 3arpo3; pO3yMITH KOHIENTYalIbHi 3aCal Ta TAKCOHOMIIO
(yHKIIH 00 METOAIB TEXHIUYHOIO 3aXUCTy iH(popManii Ta KpunrorpaiyHuX METOMAIB 3aXUCTy iH(pOpMallii; BOJOAITH HAaBUYKAMU
3aCTOCYBaHHS HOPMATHBHUX BITUM3HAHUX 1 MDKHApOJHUX MOKYMEHTIB (CTaHAApTiB) 3 OLIHIOBaHHS 3aXUIIEHOCTI iHdopMaii;
ONlaHyBaTH amnapaTHi Ta IPOrpaMHi 3aco0U 3aXMUCTYy NPUHLIUIM CYIPOBOIKEHHS KOMIUIEKCHOI CHUCTEMU 3axHUCTy iHpopmanii B
TeJIEKOMYHiKaliiiHuX 1 iHpopManifHO-KOMYHIKali{HUX cucTeMax.

3MicT HaBYANBLHOI JUCHMILUIIHU. 3a0e3MeyeHHs 3aXUCTy iHQopMalii B iHQOpMAaIiifiHO-KOMYHIKAI[IHHAX Ta TEICKOMYHIKAI[HHUX
CHCTEMAaX; METOAUKA IiJBUIEHHS 3aBaJOCTIHKOCTI TEIEKOMYHIKAIIMHUX CUCTEM; TEOPeTHYHi 3acalu 3axXUCTy iHdopMalii. MmeToau
KpunrorpagiuHoro 3axucry iHpopmanii B TelekoMyHikamilHuX 1 iH(opMaliiiHO-KOMYHIKallifHUX CHUCTeMax; 3arpo3u Oesmeli
iHpopMmawii B mporpaMHOMy 3a0€3l€UeHHI TeJNeKOMYHIiKallifHUX Ta iHGOpMalifHO-KOMYHIKAIIHUX cHCTeMax; amapaTHe
3a0e3neueHHs 3ac00iB 3aXUCTy iH(popMalii B TelekoMyHiKaliiHuX 1 iHpopMaliiiHO-KOMyHIKallIHHUX cHUCTEMaX; METOAU Ta 3aco0u
0JI0KyBaHHS TEXHIYHUX KaHAJIB BUTOKY iH(OpMAIlii; METOIMKY OLIHIOBaHHS 3aXHUIIEHOCTI iHpopMallii, CTaHIapTH Ta KpUTepii 6e3nexu
iH(popMmaniiiHux TexHoIoriil. Monens 3arpo3 Ta kinacudixanis atax y cepeposuii IoT 1 5G; Bumoru o kpunrorpadii [oT/5G ta nerki
kpunroaiaroputmu; crek Oesnexku 5G (NAS, AS, Transport) Ta iepapxis KiIrouiB; 3aBafocTiiike komyBaHHA y Mepexax 5G NR
(ctpykrypa xanany PDSCH, LDPC Ta nomnspsi xoqu, MexanisMm HARQ); iHTenekryanizoBaHi npouenaypH JAeKOAyBaHHS i KepyBaHHS
IPOMEHSAMH.

IIpepexeizumu: BUXinHa.

Kopexgizumu: MopenoBaHHs 1 ONTUMI3allisl paJiOTEeXHIYHUX 3ac00iB €NEKTPOHHUX KOMYHIKallil, MOJEIIOBAHHS 1 ONTHMIi3allis
pagioTeXHIYHUX 3ac001B eJIEKTPOHHUX KOMYHiKaliil (KypcoBa poOoTa), CHCTEMHHH aHalli3 iHpopMaIiiiHO-KOMYyHIKalliHUX CHCTEM Ta
Mepex, NepeJIuIIOMHA [IPaKTHKa, kBatidikariiina podora.

3anjiaHoBaHA HABYAJIBHA TISUILHICTD: : JIeKIii 16 ro., m1abopaTopHi 3aHATTsA 18 ro., mpakTu4Hi 3aHATTS 16 rof., camocTiitHa poboTa
100 rox.; pazom 150 roa. MiHiMaJIbHUI 0OCST HaBYAIbHUX 3aHATH B oHOMY kpeauti €EKTC HaBuanbHO AMCHMILTIHK JJISI APYTrOro
(MaricTepchKOro) piBHS BHIIOI OCBITH 3a JCHHOI (hOPMOIO 3100YTTS OCBITH cTaHOBUTH 8 rojuH Ha 1 kpenut €EKTC.

®opmu (MeTOAM) HABYAHHSA: JIEKIil: 3 BUKOPHCTAaHHAM MYJBTUMENIHHUX IpEe3eHTallii, METOAIB Bi3yami3alii, MOSCHEHHS,
MpoOJeMHOr0 ¥ IHTEpaKTHMBHOTO HaBYaHHsA, iH(GOPMAalLiHHO-KOMYHIKAIIMHUX TEXHOJOTIH, iHTeHcuikamii Ta iHTUBIIyasmi3arii
HaBYAHHS, TPAKTH4YHI 3aHATTA: Oeciga, IHCTPYKTYBaHHS, JICMOHCTPYBAaHHS, PO3B’S3yBaHHsS CHUTYallifHUX 3aBJaHb, MPE3CHTAIII;
na60paTopHi 3aHSATTS: 3 BAKOPHCTAHHAM METOAIB KOMII FOTEPHOTO MOJICIIOBAHHSI, METO/LIB IPOEKTHOI JisUIBHOCTI, aHaJIi3 IPOOIEMHIX
CHTyalliif, HOSCHEHH, UCKYCist; caMocTiliHa po0oTa (ONpallfoBaHHs TEOPETHYHOTO MaTepiay, HiArOTOBKA 10 BUKOHAHHS NIPAKTHYHUX
pO6lT IIOTOYHOTO Ta HI,HCYMKOBOI‘O KOHTPOITIO, BUKOHAHHS IHAWBIAyaTbHUX Ta JOMAIIHIX 3aBJaHb), 3 BHKOPHCTaHHIM iH(OpMaIiifHO-
KOMIT FOTEPHHUX TEXHOJIOT1H Ta TEXHOJIOTIH JUCTAHIIHHOTO HABYAHHSI.

®opMH OUIHIOBAHHSI Pe3yJbTATIB HABYAHHS. OIHIOBaHHSI POOOTHM HAa NPAKTHYHUX 3aHATTAX, 3aXHCT JaOOPaTOPHHUX POOIT,
KOHTpPOJIbHA pOOOTA, iCIIHT.

Buj cemecTpoBOro KOHTpOJIIO: icriut — 1 cemectp

HaguyauabHi pecypeu:

1. Boiiko 0. M., Kapriosa JI. B. 3aBanocTiiikicTh Ta iHpopMaiiiHa 6e3neka iHpOKOMYHIKAIi : KOHCTIEKT Jekuiil. XmenpHuupkuii : XHY, 2024. 111 c.
2. Texuomorii 3axucTy iHhopmarrii B iHpopMaliiHO-TeIeKOMYHIKAIIHHIX cucTeMax : HaBy. moci6. / A. B. Xumin, O. M. Illanosain, O. A. YcneHcbKuil.
Kuis : KIII im. Iropst Cikopcskoro, 2021. 213 c.

3. boiiko 10. M., Hpyxunin B. A., Tomona C. B. TeopernuHi acnekTd MiIBHUIICHHS 3aBaJOCTIHKOCTI W edeKTHBHOCTI OOpPOOKM CHTHANIB B
paioTeXHIYHUX MPUCTPOSX Ta 3ac00aX TENEKOMYHIKaLIIHUX CHCTEM 3a HasiBHOCTI 3aBaj : MoHorpadis. Kuis : Jloroc, 2018. 227 c.

4. boiiko 10. M., lunkapyk O. M., Kapnosa JI. B., Yecanoscekuii 1. 1. HaykoBo-mpukiagni nmuTaHHsS 3a0e3MeueHHs] PO3MITBHOI 3[4aTHOCTI 1
e(eKTUBHOCTI OOPOOKH CHTHAIB y paiOTEXHIUYHKX Ta TEICKOMYHIKAIIITHUX CHCTEMaX 3a HassBHOCTI 3aBaj : MoHorpadis. Xmenbrulpkuit : XHY, 2019.
218 c.

5. Xopomko B. O., ITaBnos I. M., Bobano 1O. fI. Ta in. [IpoexTyBaHHS KOMILIEKCHUX CHCTEM 3axuCTy iHpopmaii. JIbBiB : BunaBHUITBO JIEBIBCHKOT
momitexHiku, 2020. 320 c.

6. Buriachok V. L., Duravkin le. V., Lukova-Chuyko N. V., Skladanniy P. M. Methods of information protection in telecommunication systems : manual.
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